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4. IMPLEMENTACJA
WYBRANYCH WEASCIWOSCI BD

1. Integralnos¢ w BD

2. Elementy ochrony w BD

3. Niezawodnosé i bezpieczenstwo BD

4. Obsluga przetwarzania wspolbieZnego BD
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Wilasciwosci BD:

* niepowtarzalnos¢ danych (~)

* niezalezno$¢ danych (~)
i programow

* integralnos¢ (1)

- ochrona (1)

e wspolbieznos¢ przetwarzania (1)

* niezawodnos$¢ (1)
i bezpieczenstwo danych )

S
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. g

Integralnos¢, poprawnos$¢ (ang. /nfegrity)
BD - wltasciwos¢ polegajgca na
przechowywaniu danych zgodnie z
rzeczywistoscia;
Konotacje integralnosci:

— BD (struktury danych)

— transakcji (dynamika dziatania) 0/‘. K
* Integralnosc¢ BD jest uzyskiwana:
— na podstawie zaleinosci funkcjonalnych atrybutow ==>
model BD, projekt BD
— w wyniku zdefiniowanych zasad (wiezow, ograniczen;
ang. constraints) ==> schemat BD
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1. Integralnosé w BD
= reguly poprawnosci baz relacyjnych

Dziedzinowa (ang. domain integrity)
Atrybutowa (ang. column integrity)
Obiektu (ang. entity integrity)
Referencyjna (ang. referential integrity)
Instytucjonalna (ang. enterprise integrity)

sg wyrazane jako elementy definicji struktur w schemacie
BD jako charakterystyki pél w tabelach lub jako
samodzielne reguty (asercje, wyzwalacze)
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1. Integralnosé w BD
= interpretacja regul poprawnosci

Dziedzinowa (dla wskazanej dziedziny):

definiowanie dopuszczalnego zakresu wartosci; zwykle powigzana z definiowaniem
atrybutu

— Create domain Status as char check (value in ('A', ‘N', '?'));

— Create domain DataZatrudnienia as date check (value between 2000-01-01 and
2011-03-05);

Atrybutowa (dla kolumny w tabeli):

- ,wyprowadzana” z definicji dziedziny lub ze wskazanego typu danych (wartos¢
unikalna czy ,niezerowa”)

- moze odwotywaé sie do innych atrybutéw lub swej poprzedniej wartosci (statyczna
badz dynamiczna interpretacja)

— create table pracownik (numerewid char(3) primary key, nazwisko varchar2(20) not
null, imie varchar2(15) not null, adres varchar2(30), kodpoczt char(6),
DataUrodzenie date, status char, check (status in (('A4’, ‘N’, '?')), DataZatrudnienia
date check (value between 2000-01-01 and 2011-03-05));
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1. Integralno$é w BD
= interpretacja regul poprawnosci

Obiektu (dla tabeli):

definiowanie w tabeli atrybutow wzajemnie od siebie zaleznych ==> normalizacja
definiowanie klucza w tabeli

==> Create table stanowisko(Kod char(4) Primary Key, ...);
Referencyjna (dla tabel powigzanych):

 definiowanie wlasciwych kluczy obcych w tabelach powigzanych
- definiowanie relacji pomiedzy tabelami (1:1, 1:N)

— Create table Umowa ( NrUmowy char(10) ..., Pracownik Foreign key
(NrEwidencyjny) References Pracownik Towar(Indeks));

— Alter table Umowa add Foreign key (Dzial) References Dzial (Symbol));
« wyswietlanie definicji wi¢zow integralnosci:
— select constraint_name,constraint_type from user_constraints
where table_name = ‘PRACOWNIK";
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1. Integralnosé w BD
= interpretacja regul poprawnosci

Instytucjonalna:

Definiowana z punktu widzenia instytuciji

Dotyczy merytorycznych powigzan miedzy danymi pamietanymi
w bazie

Moze by¢ wspomagana przez wyzwalacze (ang. triggers)
okreslajgce akcje po naruszeniu reguty

— definiowanie zaleznosci mi¢dzy starymi i nowymi
wartosciami atrybutow

— definiowanie akcji wynikajacych z naruszenia reguly
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1. Integralnos$¢ w BD - definiowanie

Polecenia tworzace i usuwajace
reguty integralnosci w tabeli BD:

CREATE TABLE naztab1
{(nazkoll typl [NOT NULL] [UNIQUE]

[IDEFAULT wartoéc’l] CHECK predykatl [atrybuty
ograniczenia], nazkol2 typ2 ...)}

[PRIMARY KEY (nazkoll, ...),]
{[UNIQUE (nazkoll,...),]
{[FOREIGN KEY (nazkol3)
REFERENCES naztab2(nazkol22)...]
[MATCH {PARTIAL|FULL}
[ON UPDATE reakcjal] [ON DELETE reakcja2]l...,]}
{[CHECK predykat [atrybuty]...})
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1. Integralnos¢ w BD - klauzule
wspomagajace budowe regut

Definiowanie zaleznosci miedzy wartosciami w krotce

==> Create assertion dataurlopu Check (dataurlopu >
datazatrudnienia);

Definiowanie zaleznosci miedzy wartosciami roznych krotek

==> Create assertion UmowaPracownika Check (Umowa.Pracownik Is
In (Select NumeEwidencyjny From Pracownik))

Modyfikowanie wartosci pdl na skutek dopisania nowego rekordu

==> Create Trigger LiczbaPracownikow On Insertion Of Pracownik: (Update
Dzial.LiczbaPrac Set LiczbaPrac =LiczbaPrac + 1 Where
Dzial.Symbol=Pracownik.Dzial)

Projekt pt. “Ucze sig zarzadzania jakoscig - studia podyplomowe dla pracownikoéw przedsiebiorstw”
jest wspoéifinansowany przez Unie Europejskg w ramach Europejskiego Funduszu Spotecznego



KAPITAL LUDZKI

NARODOWA STRATEGIA SPOINOSCI

P ARP ‘3 U " Uniwersytet Ekonomiczny

we Wroctawiu

UNIA EUROPEJSKA
EUROPEJSKI
FUNDUSZ SPOLECZNY

1. Integralno$é w BD - OEM

"Schema

Database Objects

Tahles
Indexes
“iews
SYNONYIMms

SEfQUenCEs
Database Links

Directory Ohjects
Feorganize Objects

Users & Privileges

Lsers

Foles

Frofiles

Audit Settings

User Defined Types

Array Types
Dhject Types
Table Types

Programs

Fackages
Fackage Bodies

Frocedures
Functions
Triggers

Java Classes
Java Sources

Materialized Views

Materialized “iews
Materialized “iew Logs

Refresh Groups

XML Database

Configuration
Fesources

Access Control Lists
ML Schemas

AL Type Tables
AMALTwpe Siews

Bl & OLAP

Dimensions

Cubes

DLARP Dimensions
Measure Folders
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y y
|
. Integralno$é w BD - OEM
Database Instance: ib zif = Tables Logged in As SYSTEM
Tables
Object Type Table -
Search
Select an object type and optionally enter a schema name and an object name to filter the data that is displayved in your results set.
Schema HR =5
Object Name
By default, the search returns all uppercase matches beginning with the string you entered. To run an exact or case-sensitive match, double quote the search string. You can use the wildcard symbol (%) In a double quoted string

Selection Mode Single - [ (_ Create )
L Edit ) View-)\ Delete With Options‘)Adigng Create Like - Go }

Select Schema - Table Name Tablespace Partitioned Rows Last Analyzed |
@ HR COUNTRIES EXAMFPLE NO 25 2010-01-22 14:04:49 CET
HR DEPARTMENTS EXAMFPLE NO 27 2010-01-22 14:04:50 CET
HR EMPLOYEES EXAMPLE NO 107 2010-01-22 14:04:50 CET
HR JOB HISTORY EXAMPLE NO 10 2010-01-22 14 50 CET
« HR JOBS EXAMPLE NO 19 2010-01-22 14:04:50 CET

View Table: HR. EMPLOYEES

Actions Create Like - (_Go (_Edit ) (oK )

General
NMame EMPLOYEES
Schema HR
Tablespace EXAMPLE
Organization Standard, Heap Organized

Columns

Name Data Type Size Scale Not NULL Default Value

A EMPLOYEE_ID NUMBER (=3
FIRST_NAME VARCHARZ2 20
LAST_NAME VARCHARZ2 25

~ EmMAIL VARCHARZ2 25

PHONE_NUMBER VARCHARZ2 20
HIRE_DATE DATE
JOB_ID VARCHARZ2 10
SALARY NUMBER 8 2
COMMISSION_PCT NUMBER 2 2
MANAGER_ID NUMBER (=]
DEPARTMENT_ID NUMBER 4

¥ Indicates a Primary Key column
~ Indicates a Unique Key column

Constraints

wvious 1-10 of 10 MNext
Name Type Table Columns Disabled Deferrable Initially Deferred Validate RELY
EMP_DEPT_FK FOREIGN DEPARTMENT_ID NO NO NO YES NO
EMP_EMAIL_MNM CHECK EMAIL NO NO NO YES MNO
EMP_EMAIL_UK uUNIQuUE EMAIL NO NO NO YES NO
EMP_EMP_ID_PK PRIMARY EMPLOYEE_ID NO NO NO YES NO
EMP_HIRE_DATE_NN CHECK HIRE_DATE NO NO NO YES NO
EMP _J0OB FIK FOREIGN JOB 1D NO NO NO YES NO
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. Integralnos¢ w BD - OEM

Setup Preferences Help Logout

ORACLE Enterprise Manager 10g
Database Control

Database Instance: ib.kssi > Triggers Logged in As SYSTEM

Triggers
Object Type Trigger v

Search
Select an object type and optionally enter a schema name and an object name to filter the data that is displayed in your results set.

Schema HR rd
Setup Preferences Help Logout

R

ORACLE Enterprise Manager 10g
Database Control

Database Instance: ib.kssi = Triggers > Wiew Trigger: HR.UPDATE_JOB_HISTORY Logged in As SYSTEM

View Trigger: HR.UPDATE_JOB_HISTORY
Actions  Create Like - ((Go ( Edit ) (oK )
Create Like
Mame UPDATE_JOB_HISTORY Compile
Schema HR Create Synonym

i Disable

Status Valid Enable
Generate DOL

Enable true
Show Dependencies

Trigger Body gEGIM
add_job_history(-old_employee_id, :old_hire_date, sysdate,
cold job_id. -old.department_id);

EMD:

Trigger On Table: HR.EMPLOYEES
Vhen After Update Of column DEPARTMENT_ID, column JOB_ID
Trigger for each row true
Referencing Old as OLD
Referencing Mew as NEW
Condition
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1. Integralnosé¢é w BD - OEM

Dafabase Instance ib.zif > Tables > Edit Table: HR EMPLOYEES Logged in As SYSTEM

Show DDL
| Retum }

CREATE TAELE "HR"."EMPLOYEES" ( "EMPLOYEE ID" NUMEER(6), "FIRST NAME" VARCHARZ (20), "LAST NAME" VARCEARZ (25) CONSTRAINT "EMP LAST NAME NN" NOT
NULL , "EMAIL" VARCHARZ (25) CONSTRAINT "EMP EMAIL NN" NOT NULL , "PHONE NUMBER" VARCHARZ(20), "HIRE DATE" DATE CONSTRAINT "EMP HIRE DATE NN" NOT
NULL , "JOB ID" VARCHARZ (10) CONSTRAINT "EMP JOB NN" NOT NULL , "SALARY" NUMBER(8, 2), "CCMMISSION PCT" NUMBER(Z, Z), "MANAGER ID" NUMBER(€),
"DEPARTMENT ID" NUMBER(4), CONSTRAINT "EMP DEPT FK" FOREIGN KEY ("DEPARTMENT ID") REFERENCES "HR"."DEPARTMENTS" ("DEPARTMENT ID") VALIDATE ,
CONSTRAINT "EMP EMAIL UK" UNIQUE ("EMAIL") VALIDATE , CONSTRAINT "EMP EMP ID PK" PRIMARY KEY ("EMPLOYEE ID") VALIDATE , CONSTRAINT "EMP JOB FK"
FOREIGN KEY ("JOB ID") REFERENCES "HR"."JOBS" ("JOB ID") VALIDATE , CONSTRAINT "EMP MANAGER FK" FOREIGN KEY ("MANAGER ID") REFERENCES
"HR"."EMPLOYEES" ("EMPLOYEE ID") VALIDATE , "CONSTRAINT "EMP SALARY MIN" CHECK (salary > 0) VALIDATE ) TABLESPACE "EXAMPLE" PCTFREE 10 INITRANS 1
MAXTRANS 255 STORAGE ( INITIAL 64K BUFFER POOL DEFAULT) NOLOGGING

Database Instance ib zif > Tables > Object Privileges On Table HR EMFLOYEES Logged in As SYSTEM

Object Privileges On Table: HR.EMPLOYEES

| Show SQL) ! Revert) ! Apply) ! Return)

([ Add )
I.'.Delete }
Select All | Select None
Select Privilege Grantee Grantor Grant Option |
[ |seELEcT OE HR ]
[Tl REFERENCES OE HR ]
[T SELECT STUDENT HR =
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KAPITAL LUDZKI PARP
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Colurmns |Data | Constraints| Grants | Statistics | Triggers | Dependencies | Details |Partitions | Indexes | SQL

& 7 ) ~ Actions. ..

CONSTRAINT_NAME [§ CONSTRAINT_TYPE |SEARCH_CONDITION @ r_owner |§ r_taBlE_NamE] R_coO...[d DEET.. |§ STATUS
EMF DEFT_FE Foreign Kew {mall) HE. DEPARTMENTS DEPT _I... NO ACTION ENABLED
EMP_EMATL NN Check "EMATL" IS NOT NULL {null) {null) {null) {mull) ENABLED
EMP_EMATL UK Unique (null) (null) (null) (null) (null) ENABLED
EMF_EMF_ID_PE Primary Key {rmall) {rmall) {rmall) {rmall) {rill) ENAELED
EMF_HIFE DATE NN Check "HIFE DATE™ I3 NOT NULL {null) {mall) {rmall) {rmll) ENAELED
EMF_J0E_FE Foreimm_Kevy {rmall) HE. JOES JOBE_ID_PE N0 ACTION ENAELED
EMP_JOE_NN Check "JOB_ID" IS NOT NULL (null) (null) (null) (null) ENABLED
EMF_LAST NAME NN Check "LAST _NAME"™ IS NOT NULL (null) {rmall) {rmall) {rill) ENAEBLED
EMF MANAGEE FE Foreign Kew {mall) HE. EMPLOYEES EMF _EM... NO ACTION ENABLED
EMP_SALARY MIN Check salary > 0O {null) {null) {null) {mull) ENABLED

Colurnns |Data | Constraints | Grants | Statistics | Triggers  Dependencies | Details |Partitions |Indexes |SQL
a7 ) - actions...

TRIGGER _MNAME @ TRIGGER_TYPE |} TRIGGERING_EVENT @ status |B TRIGGER_OWNER
SECURE_EMFPLOYEES BEFOFE STATEMENT INSERT OF UPDATE OF. DELETE DISAELED HE.
UPDATE_JOE_HISTORY AFTEF. EACH ROW UPDATE ENABELED HE.
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- Integralnoéé w BD - saL Developer

Columns |Data | Constraints | Grants | Statistics | Triggers |Dependencies | Details | Partitions | Indexes | SQL

s 8 ~ actions...

CHEATE TABLE "HE"."EMPFLOYEES™
{

"EMPLOYEE_ID™ HUMBER (6,0,

"FIRST MNAME™ WARCHARZ (Z0 BYTE) ,
"LAST MAME™ YARCHARZ (=5 BYTE) COHSTEATHT "EMP_LAST NAME NN HOT HULL EHNABLE ,
"EMATIL™ YARCHARZ (Z5 BYTE) COHSTERATHT "EMPF EMATL NN HOT HULL EWNABLE ,

""PHONE NUMEER™ VARCHARZ (=0 BYTE) ,
"HIFE_DATE™ DATE COHSTEATHT "EMP_HIFE DATE_ NN HOT HULL ENABLE ,

" J0E_ID" VARCHARZ (10 BYTE) CONSTRATHT “EMP_JOE_NN" HOT HULL EHABLE ,
TEALART HUMBER (5,2 ,
“COMMISSION PECT” HUMBER(Z,Z),
"MANALGER_ID"™ HUMEBER (&,0) ,

"DEPARTMENT ID” HUMBER(4,0),
COHSTRATHT “EMP_SALARY MINT CHECK (salary > 0) EHABELE,

COHSTRATHT “EMP_EMAIL_UK"™ UHIQUE (“EMAIL™) USING IHDEX PCTFREE 10 INITEAHS z MAXTRAHNS 255 HOLOGGING COMPUTE STATISTICS STORAGE (IMITIAL 5536 H
COHSTRATHT “EMP_EMP_ID PE™ PRIMARY KEY (“EMPLOYEE_ID") USIHG IHDEX PCTFREE 10 IHNITRAHS Z MAXTRAHS 255 HOLOGGIHG COMPUTE STATISTICS STORAGE (IHI

COHSTEATHT "EHMF_MANAGEFR FE™ FOREIGH EEY ["MANAGEER ID™) BREFEREHCES "HE™."EMPLOYEES™ ("EMPLOYEE_TID™) EHABLE ,
COHSTEATHT "EMF_JOE_FE™" FOEEIGH KEY ("J0E_ID™) BEEFEREHCES "HR™”."JOES™ ("JOE_ID'™) EHMABLE,
COHSTEATHT "EMF_DEFPT FE™ FOHEIGH EEY ("DEFPARTHMENT ID™) BREFEREHCES "HE™. "DEPARTHMENTS™ ("DEPARTHMENT ID™) EHABLE

]
PCTEFREEE 10 PCTUSED 40 THITRAHS 1 MAXTRAHS 255 HOCOMPRESSE HOLOGEIHG STORAGE

[
THITIAL 5553656 HEXT 1045576 MINEXTEHTS 1 MAXEXTEHNTS 2147453645 PCTINCRERSE 0 FREELISTS 1 FREEELTST GROUPS 1 BUFFER FOOL DEFAULT

]
TABLESPACE "EXAMPLE™

H | rmamner o e mar ooe cwmor awswas cwwn nves e
CHEATE OR REPLACE TRIGGER "HR".'"3SECURE_EMPLOYEES"™ BEFORE
THS5ERT OR
UPDATE OR

DELETE OH employees BEGIH secure_dml;
EHD szecure_employeess:
s
ALTER TRIGGER "HR"."SECURE_EMFLOYEE3™ DISABLE ;
CREATE OR BEEPLACE TRIGGER "HE™. "UPDATE_ JOE_HISTORY™ AFTER

UPDATE OF job_id,

department_id OH employees FOR ERCH ROW BEGIH add job_historwi(:old.employee_id, :old.hire date, sysdate, :old.job_id, :old.department id):;

EHD ;
k)
ALTER TRIGGER "HR™."UPDATE_JOE_HISTORY™ EHABLE ;
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Poufnos¢ (ang. data privacy) BD - zapewnienie ochrony BD
przed niepowotanym dostepem; zestaw zabezpieczenh
sterowanego dostepu do bazy dla upowaznionych
uzytkownikow (wiezy autoryzacji)

Sposoby realizacji:
e sterowanie dostepem (prawa dostepu)

e sterowanie przeplywem danych (kontrolowanie
przestan)

 szyfrowanie (przechowywanie, przesylanie w
postaci zakodowanej)
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2. Elementy ochrony w BD

Przywileje:
systemowe: Analyze, Audit, Alter,
Create/Drop, Manage

obiektowe: Alter, Delete, Index, Insert,
Select, Update, Reference, Execute
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Role:

- DBA

« Connect

* Resource

« Exp/Imp DB
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2. Elementy ochrony w BD

Polecenia SQL

nadawanie uprawnien:

==> Creafe user kowalski identified by jan defaull lablespace;
==> Crealfe role student;

==> Grant all privileges to student with grant option;

==> Grant student to kowalski;

==> Grant select on dostawca fo student;

cofanie uprawnien:

==> Revoke create table from student;

==> Revoke all privileges on dostawca from kowalski;
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2. Elementy ochrony w BD - uzytkownicy

Database Instance: ib.zif

ORACLE Enterprise Manager 10g Setup Preferences Help Logout
Datahase Control

Database Instance: ib. kssi > Users Logged in As SYSTEM
Users
Object Type User -
Search

Select an object type and optionally enter an object name to filter the data that is displayed in your results set.
Object Mame

)

By default, the search returns all uppercase matches beginning with the string wvou entered. To run an exact or case-sensitive match, double guote the search string. “ou can use the wildcard symbol (%) in a double guoted string.

Selection Mode Single - ( create )

( Edit ( Wiew ( Delete ) Actions Create Like - l.’ Go i
1 Previous 1-26 of 56« Next 25 &
Select UserName Account Status Expiration Date Default Tablespace Temporary Tablespace Profile Created I
Q) ANONYMOUS EXPIRED & LOCKED 2011-02-01 01:33:14 CET SYSAUX TEMP DEFAULT 2007-04-17 04:13:32 CEST
D) | BABIMNSKA, OPEM USERS TEMP DEFAULT 2011-02-01 11:09:43 CET
2 Bl EXPIRED & LOCKED 2011-02-01 01:33:14 CET USERS TEMP DEFAULT 2011-02-01 01:30:15 CET
) BORYSEWICE OPEM USERS TEMP DEFAULT 2011-02-01 11:09:43 CET
BURCHACKI OPEM USERS TEMP DEFAULT 2011-02-05 12:27:19 CET
CTXSYS EXPIRED & LOCKED 2011-02-01 01:33:14 CET SYSAUX TEMP DEFAULT 2007-04-17 04:12:17 CEST
DBESMMP OPEM SYSAUX TEMP MOMNITORING _PROFILE 2007-04-1F 03:57:07 CEST
oiP EXPIRED & LOCKED USERS TEMP DEFAULT 2007-04-17 03:42:54 CEST
DMSYS EXPIRED & LOCKED 2011-02-01 01:33:14 CET SYSAUX TEMP DEFAULT 2007-04-17 04:11:19 CEST
EJZEL OPEM USERS TEMP DEFAULT 2011-02-01 11:09:43 CET
EXFSYS EXPIRED & LOCKED 2011-02-01 01:33:14 CET SYSAUX TEMP DEFAULT 2007-04-17 04:10:32 CEST
FORTUMA OPEM USERS TEMP DEFAULT 2011-02-01 11:09:43 CET
GALINSKI OPEM USERS TEMP DEFAULT 2011-02-01 11:09:43 CET
GLOCKA OPEM USERS TEMP DEFAULT 2011-02-01 11:09:43 CET
HR EXPIRED & LOCKED 2011-02-01 01:33:14 CET USERS TEMP DEFAULT 2011-02-01 01:30:15 CET
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2. Elementy ochrony w BD - uzytkownicy

Setup Preferences Help Logout

ORACLE Enterprise Manager 10g
Database Control

Database Instance: ib.kssi = Users = View User: BABINSKA Logged in As SYSTE
View User: BABINSKA
Actions  Create Like - i’ Go ) L" Edit ) il Return )
Create Like
General Expire Password
Generate DDL
Mame BABINSKA Tl
Profile DEFAULT
Authentication Password . . Setup Pref Hel Looaut
ORACLE Enterprise Manager 10¢ Setip Preferences Heb Loaout

Default Tablespace USERS
Temporary Tablespace TEMP
Status UNLOCK
Default Consumer Group None

Database Control

Roles Database Instance: b kssi > Users » Edit User: BABINSKA Loged in As SYSTEN
Role  Admin Option Default Show DDL
STUDENTN N :
| Retum

System Privileges

System Privilege Admin Option
CREATE ANY INDEX N

CREATE USER "BABINSEA" PROFILE "DEFAULT" IDENTIFIED BY "wwiwwwd! DEFALT TABLESPACE "USER3" TEMPORARY TABLESPACE "TEMP" ACCOUNT UNLOCK
GRANT CREATE ANY INDEX TO "BABINSFA"

CREATE ANY TABLE M GRANT CREATE ANY TABLE TO "BARINSFA"
CREATE ANY VIEW N GRANT CREATE ANY VIEW TO "BABINSEA"
CREATE TABLESPACE N " "
SR GRANT CREATE TABLESPACE TO "EABINSFA
UPDATE ANY TABLE N GRANT UNLIMITED TABLESPACE TO "BABINSRA"

GRANT UPDATE ANY TABLE TO "BABINSFA"

Object Privileges GRANT "STUDENT" TO "EABINGKA"

Object Privilege Schema Object Grant Option
Mo items found
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2 Elementy ochron

G ETRIDE [ 120 0T34 %) BT
Select Role/ |Authent|cat|on
i Role: STUDENT

Y AQ ADMINISTRATOR_ROLE * e o=

AQ USER ROLE
O Database Instance: ib.zif = Profiles = Edit Profile: DEFAULT Seneral
O AUHENTICATEDUSER Edit Profile: DEFAULT Name STUDENT
O CONNECT Authentication Mone
O CTXAPP General l Password Roles
O [BA Name |DEFAULT l:lglsems found e —
(O DELETE CATALOG ROLE Details System Privileges
O EJBCLIENT CPUISession (Sec/100) UNLIMITED ,J System Privilege Admin Option
0 BIECUTE CATALG ROLE CPU/Call (Sec./100) UNLIMITED Q? CREATE ANY TYPE M

CREATE AMY WVIEWY M

— Connect Time (Minutes) UNLIMITED ( CREATE SESSION Y
0 EAF FULL DATASASE Idle Time (Minutes) UNLIMITED <? gﬁgﬁ$g I_?PB'E‘E :,
() (GATHER SYSTEM STATISTICS CREATE WVIEW 4
O GLOBAL AQ USER ROLE Database Services ; Svi

———————— Concurrent Sessions (Per User) UNLIMITED ,,{ Objrer':t Prlelleges -
O g ADMIN ROLE Reads/Session (Blacks) UNLIMITED Y Object e A
O IMP_FULL DATABASE Reads/Call (Blocks) UNLIMITED & Z'E“L"Eeéf 3;hema ggjsztTmEs
O JAVA ADMIN Private SGA (KBytes) UNLIMITED i? gEtEgI 32 EEE{‘SIEEEQ LE=

c ite Limit (Service Units) UNLIMITED p SELECT HR JOBS
O JAVADEBUGPRIY Ompo?: Imlt(dewlce e { SELECT HR JOB HISTORY
General | Passwor SELECT HR LOCATIONS

0 JAVA DEPLOY SELECT HR REGIONS
O JAvADPRY o === == S e
0 AVASYSERY . SELECT OE ORDERS

=> Prewvious
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y vy

3 |ez gdnosc i bezpieczenstwo

Warianty przetwarzania BD:
— sekwencyjne i wylaczne (“male” BD)
— wspolbiezne i wspolne (“duze” BD)

Transakcja - cigg polecen dotyczacych zmian BD wykonywany przez
uzytkownika (zapytanie, program)

np. = rejestr czasu pracy
= rezerwacja biletu lotniczego
=» dopisanie dostawy
= Zlecenie przelania sumy x z konta A na konfo B
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3. Niezawodnosé¢ i bezpieczenstwo BD

BEGIN TRANSACTION:

— INSERT ({ T#:°2011-03-16’, KN#:°123°, KO#: 234, Kwota:100, Typ:’P’}) INTO
Transakcje;

IF any error occured THEN GO TO UNDO;
— UPDATE Konto WHERE K#=°123’ Stan:= Stan-100;
IF any error occured THEN GO TO UNDO;
— UPDATE Konto WHERE K#=234’ Stan:= Stan+100;
IF any error occured THEN GO TO UNDO;
— COMMIT TRANSACTION,;
« GO TO FINISH;

— UNDO:;
 ROLLBACK TRANSACTION:;
— FINISH;

RETURN,;
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3. Niezawodnosé | bezpieczenstwo BD

Commit= wypetnienie transakciji
Rollback = wycofanie transakcji

U
Transakcja posiada cechy okreslane jako ACID:
Atomicity (atomowosc= wszystko albo nic)
Consistency (sp6jnos¢ = zmiany zgodne z regutami BD)
/solation (izolacja = niezaleznos¢ od innych transakcji)
Durability (trwatos¢é skutkow = zmiany sg obowigzujgce po
zakonczeniu transakciji).
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3. Niezawodnosé | bezpieczenstwo BD

Konsekwencja wiasnosci ACID ==> szeregowalnos¢ (ang.
serializability) = skutek

nie zalezy od kolejnosci transakciji

Szeregowalnosc jest zapewniana przez tzw. dwufazowe
blokowanie (ang. two-phase locking), na ktére sktada sie;

— Faza 1 - przetwarzanie - zglaszanie
gotowosci zapisu do BD koordynatorowi

— Faza 2 - potwierdzanie - zapisanie rezultatow
do BD z potwierdzeniem (kronika)
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3. Niezawodnosé¢ i1 bezpieczenstwo BD

Niezawodnos$€ i bezpieczenstwo danych (ang. dala securily) - sprowadza sie
do zapewnienia ciggtej, bezkonfliktowej eksploatacji SBD

Sytuacje dotyczgce bezpieczenstwa BD:

utrata poufnosci

naruszenie poprawnosci

brak dostepu
Przykladowe sytuacje awaryjne Reakcja:
“przerwane” transakcje ==> cofanie BD
uszkodzenia systemowe ==> punkty kontrolne
awarie I inne zdarzenia ==> odtwarzanie BD
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Proces obstugi kolejek zadan Monitorowanie systemu Proces obstugi punktéw kontrolnych
(CJONn — Job Queue Process) (SMON — system monitor) (CKPT — checkpoint process)
Proces obstugi blokowania Monitorowanie procesu Proces obslugi transakeji rozproszonych
(LMSn — multi LMS process) (PMON — process monitor) (RECO — recovery process)
Proces obstugi przydzielen Proces obstugi serweréw dedyko- Proces obstugi zapytan réwnolegtych
\ (Dnnn — dispatcher process) wanych (Snnn — server process) (Pnnn — parallel query server process) |

Program zapisujacy kronike

(log writer)

Program zapisujacy BD (DB

writer)

Plik startowy
(init.ora)

Pliki sterujace

Program archiwizacji kroniki
i (archive log writer)

Pliki kroniki systemu

(redo log files)

Pliki
archiwum kroniKki
archive redo log files
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' g Niezawqdnoééd
ezpi

eczenstwo

Zabezpieczenia przed awariami
==> 1. Zasoby:

Baza danych (DB)

Kopie archiwalne (backup)
Dziennik, kronika (log, journal)
==> 2. Procedury ABD:
sktadowanie, odtwarzanie, cofanie, szyfrowanie BD
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3. Niezawodnosé¢ | bezpieczenstwo BD
- wstep

Sktadowanie (ang. Backup) BD -

polega na przygotowaniu kopii bazy, ktéra pozwala na
odtworzenie stanu bazy w przypadku jej uszkodzenia

Odtwarzanie (ang. Recovering, Repairing) BD - sprowadza sie
do naprawienia i poprawnego zamkniecia bazy w przypadku
jej uszkodzenia badz awarii

Cofanie (ang. Rollback) BD - powoduje przywrécenie stanu
BD dla ustalonego punktu kontrolnego BD

(Od)szyfrowanie [ang. (D)Encryptingl- zapobiega odczytaniu
danych za posrednictwem standardowych narzedzi
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3. Niezawodnosé i bezpieczenstwo BD
- wstep

Srodowisko realizacja zadan:
-Polecenia SQL: Backup, Recovery ...
-Oracle Enterprise Manager

ORACLE Enterprise Manager 10g
Database Control

Setup Preferences Help Logout

Logged in As SYSTEM

Database Instance: ib.zif

Home Performance Administration ] Maint%fé1ce [
The Administration tab displays links that allow you wo administer database objects and initiate database operations inside an Oracle database. The Maintenance tab displays links that provide functions that control the flow of data
between or outside Oracle databases.

High Availability

Backup/Recovery Backup/Recovery Settings
Schedule Backup Backup Setfings

Perform Recovery Recovery Seffings

Manage Current Backups Recovery Catalog Setfings

Manage Restore Poinis
Backup Reports

Data Movement

Move Row Data Move Database Files Streams
Export to Export Files Clone Database Setup
mport from Export Files Transport Tablespaces Management

mport from Database
Load Data from User Files
Monitor Export and Import Jobs

Software Deployments

Installed Database Software Database Software Patching
Collection Status Apply Patch

View Patch Cache
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3. Niezawodnosé¢ | bezpieczenstwo BD
- skiadowanie

Database Instance: ib.zif = Schedule Backup
'—chedule Backup

Based on your disk and/or tape configuration, Oracle provides an automated backup strategy, or you can develop your own backup strategy with customized options.

Oracle-Suggested Backup D Backup Strategies

Oracle-suggested:
Schedule a backup using Oracle's automated backup strategy. | Schedule Oracle-Suggested Backup)
This option will back up the entire database. The database will be backed up on daily and » Provides an out-of-the-box backup strategy based on the backup destination.
weekly intervals Options may vary based on the database version.
e Sets up recovery window for backup management
Customized Backup « Automates backup management

« Schedules recurring backups

Select the object(s) you want to back up.

Schedule Customized Backup)

Customized:
@ Whole Database
Tablespaces
Datafiles
Archivelogs

() All Recovery Files on Disk
These files Include all archivelogs and disk backups that are not already backed up to tape

e Specify the abjects to be backed up

e Choose a disk or tape backup destination
o Qverride the default backup settings

» Schedule the backup

Host Credentials
To perform a backup, supply operating system login credentials to access the target database.
= Username  Oracle

= Password eeesessese
] Save as Preferred Credential
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3. Niezawodno$é i bezpieczenstwo BD
- skiadowanie

Database Instance: ib.zif > Backup Settings
Backup Settings
Device Backup Set J Policy [

Backup Policy
[] Automatically backup the control file and server parameter file (SPFILE) with every backup and database structural change

Autobackup Disk Location
An existing directory or diskgroup name where the control file and server parameter file will be backed up. If you do not specify a location, the files will be backed up to the flash recovery area locati

Optimize the whole database backup by skipping unchanged files such as read-only and offline datafiles that have been backed up

Enable block change tracking for faster incremental backups

Block Change Tracking File
Specify a location and file, otherwise an Oracle managed file will be created in the database area.

Tablespaces Excluded From Whole Database Backup
Populate this table with the tablespaces you want to exclude from a whole database backup. Use the Add button to add tablespaces to this table.
[ Add )
Select Tablespace Name Tablespace Number Status Contents
Mo ltems Selected
& TIP These tablespaces can be backed up separately using tablespace backup.
Retention Policy
() Retain All Backups
You must manually delete any backups
() Retain backups that are necessary for a recovery to any time within the specified number of days (point-in-time recovery) Days 31
Recovery Window
Backups 1

@) Retain at least the specified number of full backups for each datafile
Redundancy
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3. Niezawodno$é i bezpieczenstwo BD
- skiadowanie

Setup Preferences Help Logout

ORACLE Enterprise Manager 10g
Database Control

Database Instance: ib.kssi = Backup Settings
Backup Settings
Device l Backup Set Policy

Disk Settings
1 ( Test Disk Backup )

Parallelism

Concurrent streams to disk drives

Disk Backup Location
Flazh recovery area i= your current the disk backup location. If you would like to override the disk backup location, specify an existing directory or dizskgroup

name.

Disk Backup Type @ Backup Set

An Oracle backup file format that allows for more efficient backups by interleaving multiple backup files inte one cutput file.

Z) Compressed Backup Set
An Oracle backup set in which the data is compressed to reduce its size.

) Image Copy

A bit-by-bit copy of database files that can be used as-is to perform recovery.

Tape Settings
Tape drives must be mounted before performing a backup. You should verify that the tape settings are valid by clicking on Test Tape Backup', before saving them. ( Test Tape Backup )

Tape Drives
Concurrent streams to tape drives
Tape Backup Type @ Backup Set

An Oracle backup file format that allows for more efficient backups by interleaving multiple backup files inte one cutput file.

Z) Compressed Backup Set

An Oracle backup set in which the data is compressed to reduce its size.

Oracle Secure Backup
Version on Database Server Unknown
Administrative Server Not Defined
Backup Storage Selectors ( Configure
At least one backup sterage selector is recommended to backup this database.
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3. Niezawodnos$¢ i bezpieczenstwo BD
- odtwarzanie

ORACL < Enterprise Manager 10g
Database Control

Database Instance: ib.zif = Recovery Settings
A5 You are not logged on with SYSDBA privileges. Only controls for dynamic parameters are editable.

Recovery Settings

Instance Recovery [

The FAST_START_MTTR_TARGET initialization parameter specifies the number of seconds estimated for crash recovery. Oracle converts this number into a set of internal parameters
possible to these parameters. Setting FAST_START_MTTR_TARGET to O will disable this functionality.

Current Estimated Mean Time To Recover (seconds) 88

Desired Mean Time To Recover 0O Minutes -

Media Recovery

The database is currently in ARCHNELOG mode. In ARCHINVELOG mode, hot backups and recovery to the latest time is possible, but you must provide space for logs_ If you change the
make a backup immediately. In NOARCHNELOG mode, you can make only cold backups and data may be lost in the event of database corruption.

ARCHWELOG Mode™
Log Archive Filename Format™ |~
The naming convention for the archived Iog fles %s. log sequence number:; %t thread number; 25 and % T: padding the filename to the left with zeroes.

Archive Log Destination Quota (512B) Status Type
Local
Local
Local
Local
Local
Local
Local
Local
Local

o] USE_DB_RECOVERY_FILE_DEST n'a WALID Local

TIP It is recommended that archive log files be written to muiltiple locations spread across the different disks.
TIP You can specify up to 10 archive log destinations.
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3. Niezawodnosé¢ | bezpieczenstwo BD
- odtwarzanie

Database Instance: ib.zif = Perform Recovery

Perform Recovery

Whole Database Recovery

(@ Recover to the current time or a previous point-in-time

| Perform Whole Database Recove ) i i
Datafiles will be restored from the latest usable backup as required. 1y O Overview

(C) Restore all datafiles » Restore and/or recover the entire database or selected objects

Specify Time, SCN or log sequence. The backup taken at or prior to that time will be used. No recovery s Restore files to a new location

will be performed in this operation. » Recover tablespaces to a point-in-ime based on a timestamp, system

(©) Recover from previously restored datafiles change number (SCN), or log sequence number

e Recover datafile data blocks that are marked as corrupted, or based on
datafile block IDs or tablespace block addresses

« Flashback database or tables to a specific system change number (SCN) or
Object Type Datafiles - ( Perform Object Level Recovery ) timestamp

Object Level Recovery

Operation Type @) Recover to current time
Datafile will be restored as required.

() Restore datafiles

Specify Time, SCN or log sequence. The backup taken at or prior to that time will be used. No recovery will be performed in this
operation.

() Recover from previously restored datafiles

() Block Recovery

Host Credentials
To perform recovery, supply operating system login credentials to access the target database.
* Username Oracle

= Password eeesssssss
[ Save as Preferred Credential I}
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4. Obsiuga przetwarzania wspétbieznego
BD - rodzaje problemoéw

WspotbieznosSce przetwarzania

( ang. concurrency) - wkasciwosé polegajgca na rownoczesnym
udostepnieniu wielu uzytkownikom fragmentéw lub catej BD

Problemy wynikajgce ze wspoétbieznosci:
— A. Utrata aktualizacji
— B. Konsekwencje niewypelnionych transakcji
— C. Niepoprawny stan BD

Projekt pt. “Ucze sig zarzgdzania jakoscig - studia podyplomowe dla pracownikow przedsiebiorstw”

jest wspotfinansowany przez Unie Europejskg w ramach Europejskiego Funduszu Spotecznego



Uniwersytet Ekonomiczny UNIA EUROPEJSKA
KAPITAL LUDZKI PARP we Wradawi EUROPEISK
NARODOWA STRATEGIA SPOINOSC FUNDUSZ SPOLECZNY

4. Obstuga przetwarzania wspétbieznego BD
- utrata aktualizacji

Uzyt- |Czytanie 1| Czytanie | Aktualizacja | Aktualizacja
kownik 2 1 2
A R1 [R1°?]
B R1 R1”

Czytanie danych o pracowniku (uzytkownik A)

Czytanie danych o pracowniku (uzytkownik B)

Aktualizacja stawki pracownika przez uzytkownika A

Aktualizacja dodatku pracownika przez uzytkownika B
= Utrata aktualizacji uiytkownika A
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4. Obsiuga przetwarzania wspétbieznego BD
- konsekwencje niewypeinionych transakciji

Uzyt- | Czytanie | Aktuali| Czytanie Cofniecie
kownik 1 zacja 1 2 1
A R1
B R1 R1 R1

Czytanie danych dot. pracownika (uzytkownik B)
Aktualizacja adresu pracownika przez uzytkownika B
Czytanie danych dot. pracownika (uzytkownik A)
Cofniecie transakcji przez uzytkownika B

= Uzytkownik A ma blednq informacje dot. adresu
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4. Obst t 1
- stfuga przetwarzania

wspotbieznego BD Stawka dla P1 (SP1)=1500

- niepoprawny stan BD Stawka dla P2 (SP2)=4300
Stawka dla P3 (SP3)=2300

Uzyt- Czytanie Czytanie 2 Aktuali- Obliczenie
kownik 1 zacja avg (stawka)
A SP1,SP2,SP3 27007
B P3 SP3=2000 [26001]

e Czytanie danych dot. stawek pracownikow 1-3 (uzytkownik A)

e Czytanie danych dot. 3 pracownikow (uzytkownik A)

* Aktualizacja stawki 3 pracownika przez uzytkownika B

* Obliczanie Sredniej dot. stawek pracownikow 1-3 (uzytkownik A)

* Obliczanie Sredniej dot. stawek pracownikow 1-3 (uzytkownik B)
= Uzytkownik A ma bledngq informacje dot. sredniej stawki
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4. Obsiuga przetwarzania wspétbieznego
BD - rozwigzania

Metody obstugi problemow wynikajacych z przetwarzania
wspolbieznego:
» pesymistyczna (fazy: przygotowania, realizacji)
— Kontrola dostepu przez blokowanie
(ang. locking)
— Kontrola dostepu wykorzystujaca znaczniki
czasowe transakcji I danych (ang. timestamping)
 optymistyczna (fazy: czytania, kontroli, zapisu)
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4. Obsiuga przetwarzania
wspélbieinego BD - blokowanie tabeli

ORACLE &£ 8 D

Logout Preferences Help

History |

COMPa8C L ="
Connected as SYSMAN@ib

ZSOQOIL . *Plus
Workspace
Enter SQL, PL/SQL and SQL*Plus statements. [ Clear )
drop table hr.employees =
VWWwWorkspace

Enter SQL, PL/SQL and SQL"Plus statements.

lock table hr. employvees in exclusive mode

CExecute ) ( Load Script ) ( Save Script ) ( Cancel )

drop table hr.employees
- 2] smploy

BEAD w linii 1:
ORA-00054: zasob zajety a wyspecyfikowano pozyskanie z NOWAIT

(Execute } ( Load Script ) ( Sawve Script ) ( cancel )

Tabela(e) zablokowana(e).

Setup Breferences  Help  Logout
Database

core.acl e Enterprise Manager 10

Database Control

Database Instance” ib zif > Instance Locks Logged in As SYS

Instance Locks
FPage Refreshaed 2010-02-13 23:47:43 [ 4

Wiew Alllnstance Locks -
I show MR (Media Recovery) Locks
L Kill Session ) Session Details ) Wiew Object )

Expand Al | Collapse Al

Sessions Session Session Serial Process SQL Lock Mode Object Object Time in current =
Select Username Blocked ID Number =1 [[=1 Tvpe Mode Held Requested Twvpe Owner Object Name ROWID mode (seconds)
Al Instance
Locks

= = SYSTEM O 139 481 2212 T EXCLUSIVE NOMNE TABLE HR EMPLOYEES 450

= SMON 164 ROV
o 1 3388 TS EXCLUSINVE NONE 42024
= S CKPT o165 1 BIEGA >R ~NULL NOMNE AZ116
(G ] = CKPT 0165 1 364 CF ROW SHARE NONE 42103
= = CKPT o165 1 3364 RS ROW SHARE NOMNE 42094
B LeVWR 0166 kl 2996 RT EXCLUSIVE NOMNE 42094

[ [t DEBVWO = ROV
(=] o167 1 3300 P EXCLUSPNVE NOMNE 42046

& TIP A locked session is indented below the session blocking it
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4. Obsluga przetwarzania
wspoéibieznego BD - blokowanie i
Zakleszczenia

— Kontrola dostepu przez blokowanie
(ang. locking)

Czas | Transakcja A Transakcja B

1 czytanie - R1 [B]

2 aktualizacja - R1

3 czytanie - R2 |B]
4 zadanie - R2

5 czekanie na R2 zadanie - R

6 il czekanie na R1
7 _25__ ! 25 __ !

8 9> __ ! - !
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4. Obstuga przetwarzania
wspoétbieznego BD - impas i
blokowanie

Impas (ang. deadlock) - oczekiwanie na zwolnienie dostepu, podczas
gdy inne transakcje go uzyskujg

U

Zakres (poziom) blokowania = blokowanie zamierzone (ang. /nfent
locking)

e cala BD
« tabela
* rekord
* pole
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