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urchase a UNIX

The IBM mainframe couldn't handle the application, so the school was forced to p

system. Vice president of Human Resources Joseph Nolan claimed that 35 functions the software was

supposed to perform were either missing or did not work. University officials say that the system failed

to process financial aid and sent out incorrect wition bills, a mistake that hit Cleveland State with a $5

million toss. The university hired new consultants, spent an additional $7 million, and installed hundreds

of fixes, but the system still didn't work as promised.

In January 2004, Cleveland State finally threw up its hands and filed a $510 million lawsuit against

PeopleSoft for breach of contract, fraud, and negligent misrepresentation. The university also sued

Klaudis. After Oracle acquired PeopleSoft, both parties agreed to a settement of $4.25 million. Although

a

1,234,586

the university has not recovered its losses, it has served as a cautionary tale for others.
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IT PROFESSIONALS

A profession is a calling that requires specialized knowledge and often long and intensive
academic preparation. The United States has adopted labor laws and regulations that
require a more precise definition of what is meant by a professional employee. The U.S.
Code of Federal Regulations defines a person “employed in a professional capacity” as one
who meets these four criteria:

1. One’s primary duties consist of the performance of work requiring knowledge
of an advanced type in a field of science or learning customarily acquired by
a prolonged course of specialized intellectual instruction and study or work.

2. One’s instruction, study, or work is original and creative in character in a rec-
ognized field of artistic endeavor and the result of which depends primarily on
the invention, imagination, or talent of the employee.

J. One’s work requires the consistent exercise of discretion and judgment in its
performance.

4. One's work is predominately intellectual and varied in character, and the out-
put or result cannot be standardized in relation to a given period of time.

In other words, professionals such as doctors, lawyers, and accountants require
advanced training and experience, they must exercise discretion and judgment in the
course of their work, and their work cannot be standardized. Many people would also
expect professionals to contribute to society, to participate in a lifelong training program
(both formal and informal), to keep abreast of developments in their field, and to help
develop other professionals. In addition, many professional roles carry special rights and
special responsibilities. Doctors, for example, prescribe drugs, perform surgery, and request
confidential patient information.

Are IT Workers Professionals?

Many business workers have duties, backgrounds, and training that qualify them to be
classified as professionals, including marketing analysts, financial consultants, and IT
specialists. A partial list of IT specialists includes programmers, systems analysts, soft-
ware engineers, database administrators, local area network (LAN) administrators, and
chief information officers (CIOs). One could argue, however, that not every IT role requires
“knowledge of an advanced type in a field of science or learning customarily acquired by
a prolonged course of specialized intellectual instruction and study,” to quote again from the
U.S. Code’s definition of a professional. From a legal perspective, IT workers are not rec-
ognized as professionals because they are not licensed. This distinction is important, for
example, in malpractice lawsuits—many courts have ruled that IT workers are not liable
for malpractice because they do not meet the legal definition of a professional.
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Professional Relationships That Must Be Managed

IT professionals typically become involved in many different relationships, including those
with employers, clients, suppliers, other professionals, IT users, and society at large. In
each relationship, an ethical IT professional acts honestly and appropriately. These vari-
ous relationships are discussed in the following sections.

Relationships Between IT Professionals and Employers

IT professionals and employers have a critical, multifaceted relationship that requires ongo-
ing effort by both parties to keep it strong. An IT professional and employer discuss and
agree upon fundamental aspects of this relationship before the professional accepts an
employment offer. These issues include job title, general performance expectations, spe-
cific work responsibilities, drug testing, dress code, location of employment, salary, work
hours, and company benefits. Many other issues are addressed in the company's policy
and procedures manual or in the company code of conduct, if it exists; these issues include
protection of company secrets, vacation policy, time off for a funeral or illness in the fam-
ily, tuition reimbursement, and use of company resources, including computers and
networks. Other aspects of the relationship develop over time as the need arises (for
example, whether the employee can leave early one day if the time is made up on another
day). Some aspects are addressed by law—for example, an employee cannot be required
to do anything illegal, such as falsify the results of a quality assurance test. Some aspects are
specific to the role of the IT professional and are established based on the nature of the
work or project—for example, the programming language to be used, the type and amount
of documentation to be produced, and the extent of testing to be conducted.

As the stewards of an organization’s IT resources, IT professionals must set an example
and enforce policies regarding the ethical use of IT. IT professionals have the skills and
knowledge to abuse systems and data or to allow others to do so. Software piracy, the act
of illegally making copies of software or enabling others to access software to which they
are not entitled, is an area in which IT professionals can be tempted to violate laws and
policies. Although end users get the blame when it comes to using illegal copies of com-
mercial software, software piracy in a corporate setting is sometimes directly traceable to
IT staff—either they allow it to happen or actively engage in it, often to reduce IT-related
spending to meet challenging budgets. According to a study conducted by International Data
Corporation (IDC), a global provider of market intelligence, advisory services, and events
for the IT and telecommunications industries, 35 percent of the world’s software was ille-
gally copied in 2004. This represents a 1 percent decrease from 2003. Yet, losses due to
piracy increased from $29 billion to $33 billion. Table 2-1 lists the 10 countries that had
the highest software piracy rates in 2004 and the 10 countries with the lowest rates.”

The Business Software Alliance (BSA) is a trade group that represents the world's larg-
est software and hardware manufacturers. Its mission is to stop the unauthorized copy-
ing of software produced by its members (see Table 2-2). More than 100 BSA lawyers and
investigators prosecute thousands of cases of software piracy each year.® BSA investiga-
tions are usually triggered by calls to the BSA hotline (888-NO-PIRACY), reports sent to the
BSA Web site, and referrals from member companies. Many of these cases are reported by

» disgruntled employees. When the BSA finds cases of software piracy, it assesses heavy
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monetary penalties. BSA is funded through dues based on member companies’ software rev-
enues and through settlements from companies that commit piracy. In 2004, for example
Red Bull North America Inc. paid the BSA 105,000 to settle claims that it had more cop- '
ies of Adobe, Microsoft, and Symantec software programs on its computers than it had
licenses to support.

Failure to cooperate with the BSA can be extremely expensive. The cost of eriminal
or civil penalties to a corporation and the people involved can easily be many times more
expensive than the cost of “getting legal” by acquiring the correct number of software
licenses. Penalties can be up to §100,000 per copyrighted work if a software piracy case goes
to trial and the defendant loses,

TABLE 2-1 Software piracy rates of selected countries

10 countries with the highest
piracy rates

China
ﬁrtm'ﬂ'ﬂ'ﬁ_- ' Pais
Indonesia

2004 piracy rate 2004 piracy rate

TABLE 2-2 Members of Business Software Alliance (as of July 2005)

Adobe Apple Autodesk M ‘:m
Avid Bentley Systems Borland ,ﬁs?r.
Cadence Cisco Systems CNC Software/Mastercam w—
Dell Entrust HP (Hewlett-Packard) e
[BM Intel Internet Security Systems

Macromedia MeAfee, Ine. Microesoft b '..;i :
PTC RSA Security . - ‘8AP ™
SolldWorks Sybase Symantec . A
The Mathworks UGS Corp. VERITAS Software g
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Trade secrecy is another area that can cause problems between employers and IT
professionals. A trade secret is information used in a business, generally unknown to the
public, that the company has taken strong measures to keep confidential. It represents
something of economic value that has required effort or cost to develop and has some degree
of uniqueness or novelty. Trade secrets can include the design of new software code, har;l—
ware designs, business plans, the design of the user interface to a com!)uter program, an
manufacturing processes. Examples include the Colonel's secret recipe of }1 herbs_and
spices, the formula for Coke, and Intel's manufacturing process for.the Penuur.n 4 chip.
Employers fear that employees may reveal these secrets to comp.etntors, ?spec.lal-ly when
they leave the company. As a result, they require employees to sign confxdenn_ahty agr?e-
ments and promise not to reveal the company’s trade secrets. However, the IT industry is
known for high employee turnover, and things can get complicated when an employee

s on to a competitor. .
mov:n 2005, for exal:'nple, a California jury ordered Toshiba Corporation to pay £465 million
in damages to Lexar, its former business partner, for theft of trade se_crets. The case cen-
tered on technology used in flash memory chips, which are widely used in computelts and other
consumer products to retain data when their power supply is disconnected. Lexa'r is a manu-
facturer and marketer of removable flash memory cards, USB flash drives (see Figure 2-1),
card readers, and controller technology solutions for the digital photograp}'ly, consumer elec-
tronics, and communications markets. Lexar sued Toshiba because it used its re!auon.shnp to
gain access to Lexar’s business plans and technology while simultaneously workmg with SanD-
isk Corporation, a major rival of Lexar, on similar flash memory technolog'y, according to Lexar
spokespeople. In addition, Lexar asked for an injunction that Pars Toshiba products from
sale in the United States if they include the Lexar technology. ’
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FIGURE 2-1 Lexar flash memory products

Another issue that can create friction between employers and IT professionals is
whistle-blowing. Whistle-blowing is an effort by an employee to attract attention to a neg-
ligent, illegal, unethical, abusive, or dangerous act by a company that threa.tens the Pub-
lic interest. Whistle-blowers often have special information based'ron thelr‘expemse or
position within the offending organization. For example, an employee of a ch.lp t.nanufac-
turing company may know that the chemical process used to make the chips is danger-
ous to employees and the general public. A conscientious employc?e would call the problem
to management’s attention and try to correct it by working with appropriate resources
within the company. But what if the employee’s attempt to correct the problem through
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internal channels was thwarted or ignored? The employee could then consider becoming
a whistle-blower and reporting the problem to people outside the company, including
state or federal agencies that have jurisdiction. Obviously, such actions could have nega- I
tive consequences on the employee’s job, and could even result in retaliation and firing.

In May 2005, for example, Oracle Corporation paid 88 million to settle charges that it
fraudulencly collected fees before providing training for clients and failed to comply with
federal travel regulations in billing for travel and expenses. The charges arose from a whistle-
blower lawsuit brought by a former Oracle vice president. As a result of the settlement, the
whistle-blower received $1.58 million of the $8 million total settlement.!® Whistle-
blowing is discussed more fully in Chapter 8.

Relationships Between IT Professionals and Clients

A professional often provides services to clients who either work outside the professional’s orga-
nization or are “internal.” In relationships between IT professionals and clients, each party
agrees to provide something of value to the other. Generally speaking, the IT professional pro-
vides hardware, software, or services at a certain cost and within a given time frame. For
example, an T professional might agree to implement a new accounts pavable software pack-
age that meets the client’s requirements. The client provides compensation, access to key con-
tacts, and perhaps work space. This relationship is usually documented in contractual
terms—who does what, when the work begins, how long it will take, how much the client pays,
and so on. Although there is often a vast disparity in expertise between IT professionals and
their clients, the two parties must work together to be successful.

Typically, the clicnt makes decisions about a project on the basis of information, alter-
natives, and recommendations provided by IT professionals. The client trusts them to use
their expertise and to think and act in the client's best interests. The IT professional must
trust that the client will provide relevant information, listen to and understand what the pro-
fessional says, ask questions to understand the impact of key decisions, and use the infor-
mation to make wise choices between alternatives. Thus, the responsibility for decision
making is shared between client and professional.

One ethical problem between IT professionals and clients involves IT consultants or
auditors who recommend their own products and services or those of an affiliated vendor
to remedy a problem they have detected. For exampie, an [T consulting firm might be
hired to assess a firm's IT strategic plan. After a few weeks of analysis, the consulting firm
might provide a poor rating for the existing strategy and insist that its proprietary prod-
ucts and services are required to develop a new strategic plan. Such findings raise ques-
tions about the vendor’s objectivity and whether its recommendations can be trusted.

During a project, IT professionals might be unable to provide full and accurate report-
ing of the project’s status if they lack the information, tools, or experience to perform an
accurate assessment. The project manager may want to keep resources flowing into the
project and hope that problems can be corrected before anyone notices. The project man-
ager may also be reluctant to share status information because of contractual penalties for
failure to meet the schedule or to develop certain system functions. In this situation, the
client may not be informed about the problem until it has become a crisis. After the truth
comes qut, finger-pointing and heated discussions about cost overruns, missed sched-
ules, and technical incompetence can lead to charges of fraud, misrepresentation, and
breach of contract, as discussed in the following Legal Overview.
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Relationships Between IT Professionals and Suppliers

IT professionals deal with many different hardware, software, and service providers. Most
IT professionals understand that building a2 good working relationship with suppliers
encourages the flow of useful communication and the sharing of ideas. Such information can
lead to innovative and cost-effective ways of using the supplier’s products and services that
the IT professional may never have considered.

IT professionals should develop good relationships with suppliers by dealing fairly with
them and not making unreasonable demands. Threatening to replace a supplier who can't
deliver needed equipment tomorrow, when the normal industry lead time is one week,
is aggressive behavior that does not help a working relationship.

Suppliers also strive to maintain positive relationships with their customers to make
and increase sales. Sometimes, their actions to achieve this goal might be perceived as
unethical—for example, they could offer an IT professional a gift that is actually intended
as a bribe. Clearly, IT professionals should not accept a bribe from a vendor, but they must
be careful in considering what constitutes a bribe. For example, accepting invitations to
expensive dinners or payment of entry fees for a golf tournament may seem innocent to the
recipient, but may be perceived as bribery by an internal accounting auditor.

Bribery involves providing money, property, or favors to someone in business or gov-
ernment to obtain a business advantage. An obvious example is a software supplier that
offers money to another company’s employee to get its business. This type of bribe is often
referred to as a “kickback” or “payoff.” The person who offers a bribe commits a crime
when the offer is made, and the recipient is guilty of bribery upon accepting the offer.

The U.S. Foreign Corrupt Practices Act (FCPA) makes it a erime to bribe a foreign offi-
cial, a foreign political party official, or a candidate for foreign political office. The act
applies to any U.S. citizen or company, or to any company with shares listed on any U.S.
stock exchange. However, a bribe is not a crime if the payment was lawful under the laws
of the foreign country in which it was paid. Penalties for violating the FCPA are
severe—corporations face a fine of up to 82 million per violation, and individual viola-
tors may be fined up to $100,000 and imprisoned for up to five years.

The FCPA also requires corporations to meet its accounting standards by having an
adequate system of internal controls, including maintaining books and records that accu-
rately and fairly reflect their transactions. The goal of these standards is to prevent ’com-'
panies from using “slush funds” or other means to disguise payments to foreign officials. A
firm's business practices and its accounting information systems are frequently audited
both by internal and outside auditors to ensure that they meet these standards.

Ethics for IT Professionals and IT
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TABLE 2-3 Distinguishing between a bribe and a gift
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much more skeptical of IT professionals as a result. As many as 30 percent of job appli-
cants exaggerate their accomplishments and about 10 percent seriously misrepresent their
backgrounds, according to some estimates. s

Another ethical issue is the inappropriate sharing of corporate information. Because
of their roles, IT professionals have access to corporate databases of private and confiden-
tial information about employees, customers, suppliers, new product plans, promotions,
budgets, and so on. As discussed in Chapter 1, this information is sometimes shared
inappropriately. It might be sold to other organizations or shared informally during work
conversations with others who have no need to know.

Relationships Between IT Professionals and IT Users

The term IT user distinguishes the person for whom a hardware or software product is
designed from the IT professionals who develop, install, service, and support the product.
IT users nmeed the product to deliver organizational benefits or to increase their
productivity. .

IT professionals have a duty to understand a user's needs and capabilities and to deliver
products and services that best meet those needs—subject, of course, to budget and time
constraints. IT professionals also have a key responsibility to establish an environment
that supports ethical behavior by users. Such an environment discourages software piracy,
minimizes the inappropriate use of corporate computing resources, and avoids the inap-
propriate sharing of information. Later in this chapter, you will learn more about establish-
ing an effective IT usage policy that addresses these issues.

Relationships Between IT Professionals and Society

Regulatory laws establish safety standards for products and services to protect the public.
However, these laws are less than perfect, and they fail to safeguard against all negative
side effects of a product or process. Often, professionals can see more clearly what effect
their work will have and can take action to eliminate potential public risks. Thus, soci-
ety not only expects members of a profession not to cause harm, but to provide signifi-
cant benefits. One approach to meeting this expectation is to establish and maintain
professional standards that protect the public. ‘

Clearly, the actions of an IT professional can affect society. For example, a systems ana-
lyst may design a computer-based control system to monitor a chemical manufacturing
process. A failure or error in the system may put workers or residents near the plant at risk.
As a result, IT professionals have a relationship with others in saciety who may be affected
by their actions. However, there is currently no single, formal organization of IT profes-

sionals that takes responsibility for establishing and maintaining standards that protect the
public.
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Professional Codes of Ethics .
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Professional Organizations

No IT professional organization has emerged as preeminent, so there is no universal code
of ethics for IT professionals. However, the existence of such organizations is useful in a
field that is rapidly growing and changing. IT professionals need to know about new devel-
opments in the field, which requires networking with others, seeking out new ideas, and
building personal skills and expertise. Whether you are a freelance programmer or the CIO
of a Fortune 500 company, membership in an organization of IT professionals enables you
ta associate with others of similar work experience, to develop working relationships, and
to exchange ideas. Information is disseminated from these organizations through e-mail,
periodicals, Web sites, meetings, and conferences. Furthermore, in recognition of the
need for professional standards of competency and conduct, many of these organizations
have developed a code of ethics. Four of the most prominent IT-related professional orga-
nizations are summarized in this section.

Association for Computing Machinery (ACM)

The ACM is a computing society founded in 1947 that serves more than 80,000 profession-
als in more than 100 countries and offers many publications for technology professionals.
Tech News, for example, is a comprehensive news-gathering service published three
times a week. ACM'’s Ubiguity publication is a forum and opinion magazine. The organiza-
tion also offers a substantial digital library of bibliographic information, citations, articles,
and journals. The ACM sponsors special-interest groups that focus on a variety of IT
issues, including artificial intelligence, computer architecture, programming languages,
computer-human interaction, and mobile communications. Each group provides publica-
tionis, workshops, and conferences for information exchange.

The ACM has a code of ethics and professional conduct with supplemental explana-
tions and guidelines. The ACM code consists of eight general moral imperatives, eight spe-
cific professional responsibilities, six organizational leadership imperatives, and two
elements of compliance. The complete text of this code is provided in Appendix B.

Association of Information Technology Professionals (AITP)

The AITP has its roots in Chicago in 1951, when a group of machine accountants got
together and decided that the future was bright for the TAB machines they were operating.
They were members of a local group called the Machine Accountants Association (MAA),
which evolved into the Data Processing Management Association in 1962 and finally the
AITP in 1996.

The AITP provides quality IT-related education, information on relevant IT issues, and
forums for networking with experienced peers and other IT professionals for its nearly
9000 members.'® Its mission is to provide superior leadership and education in informa-
tion technology, and one of its goals is to help members make themselves more market-
able ta the industry. The AITP also has a code of ethics and standards of conduct, which are
Presented in Appendix C. The standards of conduct are considered to be rules that no true
IT professional should violate.

Ethics for IT Professionals and IT
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Computer Socisty of the Institute of Electrical and Electronics Enginears (IEEE-CS)

The Institute of Electrical and Electronics Engineers (IEEE) covers the broad fields of elec-
trical, electronic, and information technologies and sciences. The IEEE-CS is one of the
oldest and largest IT professional associations, with more than 100,000 members. Roughly
40 percent of its members live and work outside the United States. Founded in 1946, the

IEEE-CS is the largest of the 36 societies of the IEEE. “The IEEE-CS's vision is to be the

leading provider of technical information and services to the world’s computing
professionals. The society promotes an active exchange of information, ideas, and techno-
logical innovation among its members through its many conferences, applications-related
and research-oriented journals, local and student chapters, technical committees, and stan-
dards working groups.”’

In 1993, the IEEE-CS and the ACM formed a Joint Steering Committee for the Estab-
lishment of Software Engineering as a Profession. The initial recommendations of the com-
mittee were to define ethical standards, to define the required body of knowledge and
recommended practices in software engineering, and to define appropriate curricula to
acquire knowledge. The Software Engineering Code of Ethics and Professional Practice (see
Appendix D) documents the ethical and professional responsibilities and obligations of

software engineers.

Project Management institute (PMI)

The Project Management Institute was established in 1969 and currently has more than
150,000 members in more than 150 countries. Its members include project managers from
such diverse fields as construction, sales, finance, and production, not just information
systems. It has certified more than 100,000 people as project management professionals
(PMPs). Certification requires that a person meet specific education and experience
requirements, agree to follow the PMP Code of Ethics, and pass the PMP exam, which is
designed to assess and measure knowledge of project management. The PMI Member Code
of Ethics is presented in Appendix E.

Certification

Certification indicates that a professional possesses a particular set of skills, knowledge, or
abilities, in the opinion of the certifving organization. Unlike licensing, which applies only
to people and is required by law, certification can also apply to products and is gener-
ally voluntary. [T-related certifications typically carry no requirement to adhere to a code
of ethics, whereas such a requirement is standard with licensing.

Numerous companies and professional organizations offer certifications, and opinions
are divided on their value. Many employers view them as a benchmark that indicates mas-
tery of a defined set of basic knowledge. On the other hand, because certification is no sub-
stitute for experience and doesn't guarantee that a person will perform well on the job,
some hiring managers are rather cynical on the subject. Most IT employees are motivated
to learn new skills, and certification provides a structured way of doing so. For such people,
completing a certification provides clear recognition and correlates with a good plan to help
them advance their careers. Others view certification as just another means for product
vendors to generate additional revenue with little merit attached.'® .
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Vendor Certifications

Many IT vendors such as Cisco, IBM, Microsoft, Sun, and Oracle offer certification
grams for their products. Workers who successfully complete a program can re; resentpll;o-
selves as certified users of a manufacturer’s product. Depending on the job m;:'ket am; t(lelm_
der,nand .for skilled workers, some certifications might substantially improve IT work. :
ers’ salaries and career prospects. Certifications that are tied to a vendor’s roduct a ; 1
s:ax;t for na;row?y defined roles or certain aspects of broader roles. Sometil:nes, how::': -
v :1 ;;n(;:: t;catmns are too focused on technical details and do not address more gen- ,
Qemﬁcations require passing a written exam, which usually contains multiple-choi
qu.estnfms because of legal concerns about whether other types of exams can bp dodce
objectively. A few certifications, such as Cisco Certified Internetworking Engineirg‘(’?}(;E
also re(?uire a hands-on lab exam that demonstrates skills and knowledge. It can take g
'to obtain 'the necessary experience required for some certifications. Cot.;rses and tra)i’:ll-u's
ing material are available to help speed up the preparation process, but some-trainin,
can be expensive. Depending on the certification, study material; can cost 81000g c?isw
in-class formal training courses can cost more than $10,000. .
The’ Microsoft Certified System Engineer (MCSE) certification is one of the
f:lemandmg Microsoft certifications. Engineers, analysts, and consultants frequent! m(l))r:l
it f;‘)r their work in designing and implementing Windows server solu(tlions Znod o
3:; gl:le:‘t(l;::s:."io:x: r:ien\:;)rlscing system exams, one client operating system exam, and one
o Qoo-in ne Unitzd ;:m ) :mn.y people have obtained MCSE certification (more than
com,pame& es) that it has almost become an entry-level requirement for some
. nf:;::»uf:c:i, ;}llzgli'zelgnge zz:;eleol’l S::::}g,femp::e IT fielld, workers are commonly recertified
F ; example, m: '
({ertified and trained on the Windows NT 4.0 operutri)nt;;‘ :;:;Lp:ziltet:r:i :;’le"e MC?‘E-
tion when newer operating systems were developed. A

Industry Association Certifications

fi:t;lzzanons from .industry associations generally require a certain level of experience and
L her perspective than vendor certifications; however, they often lag in developing
e ;sl tc oz;tt::\t e;r ne;v tezhnologie:. The trend in IT certification is to move from purely tech-
0 a broader mix of technical, business, and b i
: ehavioral competenci i
: : ; : : petencies, which
[in:!nr::;t;ed in tod:ys d::’nnndmg IT roles. This trend is evident in industry asso:aia-
ifications that address broader roles such a
. 7 s e-com i
e merce, network security, and
. lF(:,r le‘xa;nple,. Fhe !nstitute for Certification of Computing Professionals (ICCP) offers
uﬁne ;s ;) .c?rtlflcatllon—Cemfied Associate Computing Professional and Certified Com-
glete gl Crg 1;328!:):1:1. Slnccﬂi()lg73:imore than 50,000 IT professionals worldwide have com-
ertification.”” Candidates for either certificate
o : i ate must take a common core exam
;}:at'mcludes questions on organizational frameworks, systems concepts, data and infor-
ation, systems development, techniology, and associated disciplines.
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The Associate Computing Professional (ACP) certification requires applicants to suc-
cessfully complete an exam for an additional computer programming language. The ACP
certification is for new members of the IT industry or recent college graduates who want
professional credentials that substantiate their level of computing knowledge.

More experienced IT professionals can obtain the Certified Computing Professional

. (CCP) certification, which requires successful completion of exams in two of the follow-

ing areas: management, procedural programming, business information systems, com-
munications, office information systems, systems security, microcomputing and networks,
systems development, software engineering, systems programming, and data resource
management, In addition, CCP candidates must have four years of full time experience in
information systems or applicable college degrees with two years of full-time experience.
All candidates must subscribe to a specified code of ethics, conduct, and good practice.®

The American Society for Quality Control (ASQC) offers certifications for software
quality engineers who have eight years of professional experience and at least three years
in a decision-making position. A bachelor’s degree may count as four years of experi-
ence, and an advanced degree may count as an additional, fifth year of experience. In addi-
tion, engineers must have professional credentials, such as membership in a recognized
professional society, an engineer’s license, or statements from two professional colleagues.
Engineers must successfully complete a written exam that covers software quality man-_
agement, software engineering, project management, analytical methods, and quality
systems.

Clearly, many IT certifications are available. Their value varies greatly depending on
where people are in their career path, what other certifications they possess, and the nature
of the IT job market.

Government Licensing

Government licensing is generally administered at the state level in the United States. Some
professionals must be licensed to prove that they can do their work ethically and safely,
including certified public accountants (CPAs), lawyers, doctors, various types of medical
and day care providers, and some engineers.

Various states have enacted legislation to establish licensing requirements and pro-
tect public safety. For example, Texas passed the Engineering Registration Act after a tragic
school explosion at New London, Texas, in 1937. Under the act and subsequent revi-
sions, only duly licensed people may legally perform engineering services for the public, and
public works must be designed and constructed under the direct supervision of a licensed
professional engineer. People cannot call themselves engineers or professional engi-
neers unless they are licensed, and violators are subject to legal penalties.?’ Most states have
similar laws.

The Casae for Licensing IT Professionais

The days of simple, stand-alone information systems are over. Modern systems are highly
comiplex, interconnected, and eritically dependent on each other. Highly integrated enter-
prise resource planning systems (ERPs) help multibillion-dollar companies control all their

.+

B adikee feoa i S IMGY

business functions, including forecasting, production planning, purchasing, inventory con-
trol, manufacturing, and distribution. Complex computers and information systems man-
age and control the nuclear reactors of power plants that generate electricity for cities.
Medical information systems monitor the vital statistics of hospital patients on critical life
support. Local, state, and federal government information systems are entrusted with gen-
erating and distributing millions of checks worth billions of dollars to the public.

As a result of the increasing importance of IT in our everyday lives, the development
of reliable, effective information systems has become an area of mounting public concern.
This concern has led to a debate whether the licensing of IT professionals would improve
information systems. Proponents argue that licensing would strongly encourage IT pro-
fessionals to follow the highest standards of the profession and practice a code of ethics, and
that licensing would allow violators to be punished. Without licensing, there are no require-
ments for heightened care and no concept of professional malpractice.

Issues Associated with Government Licensing of IT Professionals

Australia, Great Britain, and the Canadian provinces of Ontario and British Columbia have
adopted licensing for software engineers. The National Council of Engineering Examin-
ers and Surveyors (NCEES) has developed a professional exam for electrical engineers and
computer engineers.”? However, there are few international or national licensing pro-
grams for IT professionals, for many reasons:

* There is no universally accepted core body of knowledge. The core body of
knowledge for any profession outlines agreed-upon sets of skills and abilities
that all licensed professionals must possess. At present, however, there are no
universally -accepted standards for licensing programmers, software engi-
neers, and other IT professionals. Instead, various professional societies, state
agencies, and federal governments have developed their own standards.

*  Itis unclear who should manage the content and administration of licensing
exams. How will licensing exams be constructed, and who will be responsible
for designing and administering them? Will someone who passes a license exam
in one state or country be accepted in another state or country? In a field as rap-
idly changing as [T, professionals clearly must commit to ongoing, continu-
ous education. If an IT professional’s license expires every few vears (like a
driver's license), when must practitioners prove competence in new practices
before they can renew their license? Such questions would normally be
answered by the state agency that licenses other professionals.

8 There is no administrative body to accredit professional education programs.
Unlike the American Medical Association for medical schools or the Ameri-
can Bar Association for law schools, no single body accredits IT professional
education programs. Furthermore, there is no well-defined, step-by-step
process to train IT professionals, even for specific jobs, such as programming,
There is not even broad agreement on what skills a good programmer must
possess—it is highly situational, depending on the computing environment.

®  There is no administrative body to assess and ensure competence of
individual professionals. Lawyers, doctors, and other licensed professionals
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are held accountable to high ethical standards and can lose their license for fail-
ing to meet these standards or for demonstrating incompetence. The AITP
standards of conduct state that professionals should “take appropriate action
in regard to any illegal or unethical practices that come to my attention. How-
ever, | will bring charges against any person only when I have reasonable basis
for believing in the truth of the allegations and without any regard to per-
sonal interest.” The AITP code addresses the censure issue much more force-
fully than other IT codes of ethics, although it has seldom, if ever, been used
to censure practicing 1T professionals.

IT PROFESSIONAL MALPRACTICE

Negligence has been defined as not doing something that a reasonable man would do, or
doing something that a reasonable man would not do. Duty of care refers to the obliga-
tion to protect people against any unreasonable harm or risk. For example, people have a
duty to keep their pets from attacking others and to operate their cars safely. Similarly, busi-
nesses must keep dangerous pollutants out of the air and water, make safe products, and
maintain safe operating conditions for employees.

The courts decide whether parties owe a duty of care by applying a reasonable person
standard to evaluate how an objective, careful, and conscientious person would have acted
in the same circumstances. Likewise, defendants who have particular expertise or compe-
tence are measured against a reasonable professional standard. For example, in a medi-
cal malpractice suit based on improper treatment of a broken bone, the reasonable person
standard would be higher if the plaintiif were an orthopedic surgeon rather than a gen-
eral practitioner. In the IT arena, consider a negligence case in which an employee inadvert-
ently destroyed millions of customer records. The reasonable person standard would be
higher if the plaintiff were a licensed, Oracle-certified database administrator (DBA) with 10
years of experience, instead of an unlicensed systems analyst with no DBA experience or spe-
cific knowledge of the Oracle system.

If a court finds that a defendant actually owed a duty of care, it must then determine
whether the duty was breached. A breach of the duty of care is the failure to act as a rea-
sonable person would act. A breach of duty may consist of an action, such as throwing a lit
cigarette into a fireworks factory and causing an explosion, or a failure to act when there
is a duty to do so—for example, a police officer who does not protect a citizen from an
attacker.

Professionals who breach this duty of care are liable for injuries their negligence causes.
This liability is commonly referred to as professional malpractice. For example, a CPA who
fails to use reasonable care, knowledge, skill, and judgment when auditing a client's books
is liable for accounting malpractice. Professionals who breach this duty are liable to their
patients or clients, and possibly to some third parties.

Courts have consistently rejected attempts to sue individual parties for computer-
related malpractice. Professional negligence can only occur when people fail to perform
within the standards of their profession, and software engineering is not a uniformly
licensed profession in the United States. Because there are no uniform standards against
which to compare a software engineer’s professional behavior, he cannot be subjebt to mal-

, practice lawsuits.

IT USERS

Chapter 1 outlined the general topic of how corporations are addressing the increasing I
risks of unethical behavior. This section focuses on improving employees’ ethical use of IT,

which has become an area of growing concern as more companies provide employees with ’

PCs, access to corporate information systems and data, and the Internet.

Common Ethical Issues for IT Users

This section discusses a few common ethical issues for IT users. Other ethical issues will
be discussed in future chapters.

Software Piracy

As mentioned earlier in this chapter, software piracy in a corporate setting can be directly
traceable to IT professionals—they might allow it to happen or they might actively engage
in it. Corporate IT usage policies and management should encourage users to report
instances of piracy and to challenge its practice.

Sometimes, IT users are the ones who commit software piracy. A common violation
occurs when employees copy software from their work computers for use at home. When
confronted, the IT user’s argument might be: “I bought a home computer partly so I could
take work home and be more productive; therefore, I need the same software on my home
computer as I have at work.” However, this is still piracy if no one has paid for an addi-
tional license to use the software on the home computer.

Inappropriate Use of Computing Resources

Some employees use their computers to surf popular Web sites that have nothing to do with
their jobs, participate in chat rooms, view pornographic sites, and play computer games.
These activities eat away at worker productivity and waste time. Furthermore, viewing sexu-
ally explicit material, sharing lewd jokes, and sending hate e-mail could lead to lawsuits and
allegations that a company allowed a work environment conducive to racial or sexual
harassment. According to a survey conducted by Delta Consulting in 2005, half of all For-
tune 500 companies dealt with at least one incident related to computer porn in the work-
place in the previous 12 months. The companies handled the problem by firing the offenders
in 44 percent of the cases and taking other disciplinary action 41 percent of the time.2?

Inappropriate Sharing of Information

Every organization stores vast amounts of information that can be classified as either pri-
vate or confidential. Private data describes individual employees—for example, their sal-
ary information, attendance data, health records, and performance ratings. Confidential
information describes a company and its operations, including sales and promotion plans
staffing projections, manufacturing processes,.product formulae, tactical and strateg{c
plans, and research and development. An IT user who shares this information with an
unauthorized party, even inadvertently, has violated someone’s privacy or created the
potential that company information could fall into the hands of competitors. For
example, if an IT employee saw a coworker’s payroll records and then discussed them with
a friend, it would be a clear violation of the worker’s privacy.
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Supporting the Ethical Practices of IT Users

The growing use of IT has increased the potential for new ethical issues and problems, so
many organizations have recognized the need to develop policies that protect against
abuses. Although no policy can stop wrongdoers, it can set forth the general rights and
responsibilities of all IT users, establish boundaries of acceptable and unacceptable
behavior, and enable management to punish violators. Adherence to the policy can improve
services to users, increase productivity, and reduce costs. Companies can take several of
the following actions when creating an IT usage policy.

Defining and Limiting the Appropriate Use of IT Resources

Companies must develop, communicate, and enforce written guidelines that encourage
employees to respect corporate IT resources and use them to enhance their job
performance. Effective guidelines allow some level of personal use while prohibiting
employees from visiting objectionable Internet sites or using company e-mail to send offen-
sive or harassing messages.

Establishing Guidelines for Use of Company Software

Company IT managers must provide clear rules that govern the use of home computers and
associated software. Some companies negotiate contracts with software manufacturers and
provide PCs and software so that IT users can work at home. Other companies help
employees buy hardware and software at corporate discount rates. The goal should be to
ensure that employees have legal copies of all the software they need to be effective, regard-
less of whether they work in an office, on the road, or at home.

Structuring Information Systems to Protect Data and Information

Organizations must implement systems and procedures that limit data access to employ-
ees who need it. For example, sales managers may have total access to sales and promo-
tion databases through a company network, but their access should be limited to products
for which they are responsible. Furthermore, they should be prohibited from accessing data
about research and development results, product formulae, and staffing projections if they
don’t need it to do their jobs.

Installing and Maintaining a Corporate Firewall

A firewall is a hardware or software device that serves as a barrier between a company and
the outside world and limits access to the company’s network based on the organiza-
tion’s Internet usage policy. The firewall can be configured to serve as an effective deter-
rent to unauthorized Web surfing by blocking access to specific, objectionable Web sites.
Unfortunately, the number of such sites grows so rapidly that it is difficult to block them all.
The firewall can also serve as an effective barrier to incoming e-mail from certain Web sites.
companies, or users. It can even be programmed to block e-mail with certain kinds of
attachments (for éxample, Mlerosoft Word documents) which reduces the risk of harmful
computer viruses.

Table 2-4 presents a manager’s checklist that summarizes items to consider when estab-
lishing an IT usage policy. The preferred answer in each case is yes.

TABLE 2-4 Manager's checklist of items to consider when sstablishing an IT usage policy

of the Intell

- I rights of o:hers. I.ncludlng tude secrets,
it oopyﬂghts pm:ntn, ‘and h-ndema.rks A

: 1eed to pmteec the security of IT resources through odhemnoe o
3 good muﬂqr practices, such as not sharing user IDs and pasnward.s, use
woof J'hml -to-guess” pnsnword.g and fl'equent uha.nglng of passwords
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Summary % &0 ,!55{ ¢ - main parts—the first outlines what the organization aspirgs to become, and the second typi-
' 2 g 3 3 cally lists rules and principles that members are expected to live by. They also include a
1. What key characteristics dnstmgunsh;a professmnal f er kmds of workers, and what ; ‘ - . commitment to continuing education for those who practice-the profession.
is the role of an [T professional? ., e, e o - What are the common ethical issues that face IT users?

. What are the key’ tenets of four dlﬂerent codes of ethics that provlde guidance for lT

Professlonals rsquire advanced tralnlng and experience. Ihey must exerclse dfscreﬁcn and i
judgment in the course of their work, and their work cannot be standardized. A profes- 4
sional s expected to contribute to soclety, to participate in a lifelong training program (both = 3
formal and informal), to keep abreast of developments in the field, and to help develop other b
professlonals From a legal standpolnt, a professional has passed the state licensing 1
requnrements (If they exlst) and earned the nght to practice there. g
What relahonships must an IT profe&cional manage and what kay e!hical issuss can arlse
in each? ‘F R o
IT professionals typlcally become lnvolved in many different relatnonshvps, each with lts own ’
set of ethical issues and potential problems. In relationships between IT professlonals and
employers, important issues inciude setting and enforcing policies regarding the ethical :
use of IT, the potential for whistie-blowing, and the safeguarding of trade secrets. In relation—
ships between IT professionals and ciients, the key issues revolve around defining, shar-
Ing, and fulfilling each party’s responsibilities for successfully completing an IT project. A
major goal for [T professionals and suppliers Is to develop good working relationships in :
which no action can be perceived as unethical. In relationships between fellow IT profes— .
sionals, the key issues are to improve the profession through such activities as mentor- - I'd. all of the above

ing inexperienced colleagues and demonstrating professional loyalty. Résumé inflation and

the inappropriate sharing of corporate information are relevant problems. In relationships 2 ;. 2 ::2{:; u'r:s r;:v:ﬁ:;::: thfat a wf:;ksers are not liable for malpractice because they do not
between IT professionals and IT users, important Issues include software piracy, inappro- 3 ga of a professional. True or False?

priate use of IT resources, and inappropriate sharing of infarmation. When it comes to the “. 3 According to a study conducted by IDC, what percentage of the world's software was ille-
relationship betwsen IT professionals and society at large, the main challenge Is to prac- gally copied (pirated) in 2004?

Issues include software piracy, inappropriate use of corporate IT resources, and the inap-
proprlate shanng of private and secret information.

. - What appmacms can suppaort the ethical practices of IT users?

’! The development of an IT usage policy is the first step for an organization in defining appro-
priate and inappropriate IT user behavior. The policy should define and limit the appropri-
. ate use of IT resources and set clear guidelines for use of company software. In addition, IT
- professionals within the organization can structure information systems and establish cor-
porate firewalls to support appropriate use of IT resources.

Se'lf-Assessment Questions

1. A professional is someone who:
a. requires advanced training and experience
b. must exercise discretion and judgment in the course of his or her work
' ¢ . does work that cannot be standardized

a2yl

23

PN g

tice the profession in ways that cause no harm to society and provide significant benefits. a. 10-20 percent
How do codes of ethics, professional organizations, certification, and llcensing affect the b. 20-30 percent
ethical behavior of IT professionals? : “c. 3040 percent
A professional code of ethics states the principles and core values that are essential to the - d. more than 40 percent

work of an occupational group. A code serves as a guideline for ethical declsion making, pro-
motes high standards of practice and ethical behavior, enhances trust and respecl from !he

general public, and provides an evaluation benchmark. . P 3
Many peaple believe that the licensing and certification of IT professionals would mcnease A
the reliability and effectiveness of information systems, but the question of licensing relses P

is information used in a business, generally unknown to the pub-
lic, that the company has taken strong measures to keep confidential. It represents some-
thing that has economic value, has required effort or cost to develop, and has some degree
of uniqueness or novelty.

many issues; for example, (a) there is no universally accepted core body of knowledge on a. < Copyright
which to test people; (b) It is unclear who should manage the content and administration of b. trademark
licensing exams; (c) there is no administrative body to accredit professnonal educeﬁon ¢. trade secret
programs; and (d) there Is no administrative body to assese and ensure compatence of indl- Sl patent

vidual professionals. = ;4“_ 5
4 Whlsﬂe-bi'owmg is an effort by an employee to attract attention to a negligent, illegal, unethi-

cal, abusive, or dangerous act by a company that threatens the public interest. True or False?

professionals? i
- Résumé inflation is a usual and customary practice tolerated by employers. True or False?

Several IT-related professional organizations have developed a code of ethiw, induding the
ACM, the AITP, the IEEE-CS, and the Project Management Institute. These codes have two
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10.

11.

12,

Society expects professionals to act in a way that:

a.  causes no harm to society -

b. provides.significant benefits

c. establishes and maintains professional standards that protect the public
d.  all of the above

Laws do not provide a complete guide to ethical behavior. Just becausa an actmty is not
defi ned as lllagal does not mean that it is ethical. True or False?

is a process that one undertakes voluntarily to prove ot':rn]:ve!tenv:.\_.lr in

a set of skills.

a. Licensing

b. Certification

c. Registering

d. all of the above

There are many international and national licensing programs for IT professionals. True or

False?

A policy on the use of information technology can:

a. set forth the general rights and responsibilities common to all users of information i
technology

b. establish the boundaries of acceptable and unacceptable behavior

¢. enable management to take action against those who violate the policy

d. all of the above

A device that serves as a barrier between a company and the outside world and limits access
to the company’s computer network based on the organization's Internet usage policy is a(n):

Internet service provider

oW

firewall
c. encryption device
d.. malware

Review Questions

1.

" Chapter 2’

What criteria would you use to define a person employed In a professional capacity? How

would you define the term IT professional?

What are the six relationships in which an IT professional becomes involved? Identify at least
one key issue for each of these relationships.

What is software piracy? What role does the Business Software Alliance take in combat-
ing software piracy?

How do you define a trade secret? What actions might an organlzaﬂon take to protect its
trade secrets? :

Identify three ethical Issues that can arise in the relationship between an IT prolesslonal and
a client.

9.
10.
11.

12.
13.

14.

What is a professional code of ethics? How is it different from the corporate code of con-
duct discussed in Chapter 1?

List three benefits associated with adherence to a code of professional ethics. I

Identify four prominent IT-related professional organizations. What are some benefits of
membership in each of these organizations?

What is the difference between vendor and industry association certification?
Identify three benefits of government licensing for IT professionals.
Identify and discuss four issues associated with the government licensing of IT

What is negligence? What must a plaintiff show to prove negligence?

What are some common ethical issues encountered by IT users? What negative impact does
unethical behavior have in each of these areas?

What are four actions that can strengthen the ethical practices of IT users?

Discussion Questions

Discuss the following topic: Laws do not provide a camplefe guide to ethical behavior. An
activity can be legal but not ethical.

What is professional malpractice? Should a software engineer ever be sued for profes-

Review the ACM code of ethics in Appendix B. The code covers many of the issues an IT pro-
fessional is likely to face, but not all. Identify two key issues not addressed by the ACM code
of ethics.

What can IT professionals do to ensure that the projects they lead meet tha client's expec-

contract?
Should all IT professionals either be licensed or certified? Why or why not?

What commonalities do you find among the IT professional codes of ethics discussed in this
chapter? What differences are there? Are any issues that are important to you not addressed
by these codes of ethics?

What Would You Do?

1.

As the vice president of marketing, you hired a software contractor to build a Web site for
your home building supply firm. Unfortunately, the project did not go well, From your per-
spective, the contractor overcommitted and underdelivared. The initial Web site was com-

site went online, a competing manufacturer launched a Web site with unique features. You
demanded that these features be added to your site. This tock another four months and
cost an additional $1 million. To top things off, once your Wab site went online, it was slow
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" delays in the delivery of a workable Web site. What would you do?
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and buggy and got hacked by a former employee of the software contractor. The contrac-
tor has estimated that it will cost another $2 million to fix these problems. You are consider
ing suing the software contractor; however, you are concerned that this will cause l‘urlhar &
You are in charge of awarding all PC sarvice contracts for your employer. In’ reoent e—ma.lls
with the company’s PC service contractor, you casually exchanged ideas about home land-
scaping, your favorite pastime. You also said you would like to have a few Bradford pear
trees In your yard. Upon returning from a vacation, you discover three mature trees in your
yard, along with a thank-you note in your mailbox from the PC service contractor. You really :
want the trees, but you didn't mean for the contractor to buy them for you. You suspect that =~ .8
the contractor interpreted your e-mail comment as a hint that you wanted him to buy the
trees. You also warry that the contractor still has the e-mail. If the contractor sent your boss
a copy, it might look as if you were trying to solicit a bribe. Can the trees be considered a

bribe? What would you do? sl
In ltaly, raccomandazione is the custom of seeking and receiving special treatment from o
people in power or from people who are close to power. The ability to solicit favors from . = =

someone in a higher place, be it through the chief of police or the chief's chauffeur, has been

part of the Italian art of getting things done for more than 2000 years. In April 2001, Ita- o
ly’s highest court of appeal ruled that influence peddiing is not a crime. The judges did rule, T
however, that it is a crime to overstate one’s power to exert influence.

Your firm is opening a new sales office in Rome and will be using a local employment agency
to Identify and screen candidates, who will then undergo employment testing and inter-
views by members of your organization. What guidelines would you provide to the agency
regarding the practice of raccomandazione to ensure that the agency operates ethically
and effectively? {

Jacob Is the vice president of sales and an important ally of your IT department. He's gone |
to bat for you before the CEO on important IT projects, such as the customer relationship !
management system, and has valuably assisted in advocating for the use of the latest soft-

ware packages within the sales organization. Jacob has played a major role in your suc-

cess so far. However, you've just learned that Jacob and his support staff are using an
unlicensed Lotus software suite on their desktops, while the rest of the company is stan-
dardized using Microsoft Office. You've talked to him and the rest of the company's leader-

ship team about the need for standardized software and the risks the company runs if it

uses unlicensed software, but no action has been taken. What would you do?

You are the new CIO at a small manufacturing company with a total of 500 employees at

one plant, two warehouses, and a headquarters building. Your manager Is the chief finan-

cial officer (CFO), who wants you to make it a high priority to establish a set of policies and
guidelines onthe use of IT resources—the firm currently has none. How would you
proceed?

Cases

1. When Certification Is Justified i

On June 13, 2005, Don Tennant, editor-in-chief of Computerworld, published an editorial in favor
of IT certification and was promptly hit with a barrage of angry responses from IT professionals.
They argued that testable IT knowledge does not necessarily translate into quality IT work. A
professional needs good communication and problem-solving skills as well as perseverance to
get the job done well. Respondents explained that hard-working IT professionals focus on skills
and knowledge that are related to their current projects and don't have time for certifications that
will quickly become obsolete. They suspected vendors of offering certification as a marketing ploy
and a source of revenue. They accused managers without technical backgrounds of using certi-
fication as “a crutch, a poor but politically defensible substitute for knowing what and how well
one's subordinates are doing."

Any manager would certainly do well to review these insightful points, yet they beg the
question: what useful purposes can certification serve within an organization?

Robert Tekiela, vice president of technology at Sapient Corporation, asserts that many
employers use certification as a means of training employees and increasing skill levels within the
company. Some companies are even using certification as a perk to attract and keep good
employees. American Century Investments is taking this a step further by offering a job-rotation
program through which workers can acquire experience as well.

Employers are also making good use of certification as a hiring gate both for entry-level posi-
tions and for jobs that require specific core knowledge. For example, a company with a Win-
dows Server 2003 network might run an ad for a systems integration engineer and require a
Microsoft Systems Engineer (MCSE) certification. A company that uses Siebel customer rela-
tionship management softwara may require a new hire to have a certification in the latest ver-
sion of Siebel.

In addition, specific IT fields such as project management and security have a greater need
for certification. As the speed and complexity of production increase within the global market-
place, people from all industries are showing an increasing interest in project management
certification. With mottos like "Do It, Do It Right, Do It Right Now," the Project Management Insti-
tute has already certified more than 100,000 people. As the IT industry recovers from declines in
IT spending that followed the 2000 recession, industry employers are beginning to encourage
and sometimes require project management certification.

Calls for training in the field of security management go beyond certification. The demand for
security professionals is expectad to double in the next thrée years in the face of growing threats.
Spam, computer viruses, spyware, and identity theft have businesses and government organi-
zations worried. They want to make sure that their security managers can protect their data, sys-
lems, and resources.

The best recognized security certification is the CISSP, awarded by the International Infor-
mation Systems Security Certification Consortium (ISC2). Yet the CISSP examination, like so
many other IT certification examinations, is multiple choice. Employers and IT professionals alike
have begun to recognize the limitations of these types of examinations. They want to ensure that
examinees not only have core knowledge, but know how to use that knowledge—and a multiple-
choice exam, even a six-hour, 250-question exam like CISSP, can't provide this assurance.
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As a result, security professionals in the UK have formed the Information Security Profession-
als Working Group with the purpose of raising security training to the level of other profes-
sional training. They plan to accredit academic and professional development courses and to set
up a mentoring program. ISC2 also plans to run master courses and mentoring programs.

in the meantime, other organizations are catching on. Sun Computers requires the comple-
tion of pregramming or design assignments for some of its certifications. So, while there is no uni-
versal need for certification or a uniform examination procedure that answers all needs within the

" IT profession, certifying bodies are beginning to adapt their programs to better fulfill the evolv-

ing needs for certification in IT.

Questions:
1. How are Sun Computers and other vendors discussed in the chapter changing their certifi-

< In mspommmm ofﬂdals..gucant launched
an |ntemal audit in 23 of its overseas operations and reported poter&lal §CPA viglations to the ~ *
DOJ and the SEC In April 2004, Lucent made headiines again wh Itdbmhqad four top Chi-
nese offi c1als, inc|uding President Jason Chi and Chief Operating O or Mid'tagl Kwan. Kwan
spoke out to the press, denying wrongdoing and accusing Lucent of de hxs reputatlon The
Chlnese govemment subsequenﬂy falled to prosectte the executlves.

In Chlna where certain types of bnbery are pervasive, this’ow:ome is not surpnsmg, and
the question arises: is the FCPA damagmg the competitiveness Sfu s. eompanies abroad by pre- R
venting Ihem from secunng ‘awards that foreign companles can acqulre vmmn har of ﬁ CE

take measures to ensure that the Umted Sta’tes major trading partners adopt anﬁbrlbery laws ™. -

~The FCPA further provlc_ies for aIﬁrmaﬁvé defenses, the assertinn that a payment consid-
ered unlawful in the United States is in fact legal in the country where it occumred. Although the
Department of Justice warns that lawfulness of a payment may be difficult to prove, some acts

have to éurbass a thre_shold of $1208. Commercial bribes under this threshold value are permit-
ted as long as their purpose Is not linked to the sale of goods or services.

Questions:

1. Lucent purportedly gave cash payments, paid medical and hotel bills, and made available
private jets to Al-Johani. Under what circumstances would these actions be considered gifts?
Under what circumstances would these actions be considered bribes?

2. The SEC Is considering taking civil action against Lucent's former CEQ Richard McGinn and
Lucent's former head of Saudi Arabia operations, John Heindel. What would they have to
prove to make an affirmative defense of their actions?

3. In 2004, IBM dismissed several senior executives in Korea after they were indicted by the
' Seoul District Prosecutor’s Office, which charged that the executives used a $2.5 million
.., slush fund to obtain contracts worth $55 million. Compare this case to Lucent’s situation in
-China. G Ty ) 2

3.7 Usage Pollcy

Read the followlng policy on tha use of IT technology for the University of Cincinnati, and use the
manager's checkllst fn Table 2—4 to answer the fo!lowing questlons
Questions: . - '

1. 'Are all of the key lssues ‘covered by this ‘policy? If not, which ones need to be addressed?

2. s the statement of snforcamant claar and strclng? If nct how would you reword this sec-
tion of the policy? - A
3. How would you ensure that this policy is communicated and understood by the broad group
. of IT users at the university——studants. prol'assors research peopie administrative sup-
' + port staff, r.ontracturs, and part-time vmrkers?

" 4. Examine the IT usage policy In effect at your school Write a paragranh identifying its

strengths and weaknesses
o O 2 e BE o : _ Ethics for IT Professionals and
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Cincinnati

As an institution of higher learning, the University both uses mionﬂaticn techau!ogy an
plies it to the members of the University community. This policy sets forth the general rights and
responsibilities common to all uses of information technology, from the simple stand- alone PCto
the complex systams that create virtual classrooms, workplaces, and racrsatmnal fadﬂﬂes in the
University. -_r:

This policy applies to all members of the Universriy community, inciuding guests who have !
been given accounts on the University's information technology systems for specific purposes It
also applies whether access is from the physical campus or from remote locations. In adtfi‘lion. o)
there may be specific policies Issued for individual systems, departments, colleges, and the fike.
While these policies must be consistent with this general policy, they provide more detailed guid-
ance about what is allowed and what is prohibited on each system. All members of the Univer-
sity community are responsible for familiarizing themselves with any applicable poiicy prior
to use.

Guiding Principles i G
The primary guiding principle is that the rules are the same for information technology as fur other =
aspects of University life. The rights and responsibilities governing the behavior of members of .
the University community are the same on both the virtual and physical campuses, and the same |
disciplinary procedures will be followed whan the rules are violated. There is nothing special =~
about the virtual campus that makes it distinctly different. : '.-' :

The University has a strong commitment to the principles of free speech, open aocess o i
knowledge, and respect for a diversity of opinions. The rights as well as the restrictions gcrvern-
ing these principles on the physical campus apply fully to the virtual campus. 24

Specific Areas
1. Applicable Laws and Regulations
All members of the University community must obey:

* All relevant federal, state, and local laws. These include laws of general appilcatiun such * ;

- as libel, copyright, trademark, privacy, obscenity, and child pornography laws, as well as
laws that are specific to computers and communication systems, such as the Com- *

%
puter Fraud and Abuse Act and the Electronic Communications Privacy Act. .:-.,‘., ¢

« All relevant University rules and regulations. These include the Rules of the Universnty
the Student Code of Conduct, the various collective bargaining agreements between the
University and its employees, and all other University policies. Including the poiicy :
against sexual and racial harassment.

* All contracts and licenses applicable to the resources made available to users of infor—
mation technology. ; d :

* This policy as well as other poiucues |ssuad for spemﬂc sysiams .

2. Resource Limits e iy SRRl e g
Information technology resources are often limited; what is used by one person Isno lorigar 3
available to othars. Many systems have specific limits on several kinds of resources, such
as storage space or connect tima. All users must comply with these limits and not attempt ¥

to circumvent them. Moreover, users are expected not to be wasteful of resourcas, wheths

-or not there are specific limits placed on them. Unreasonable use of resources may be

curtailed.

. Privacy

Members of the University community shall not attempt to access the private files of other
The ability to access a file does not, by itself, constitute authorization to do so.

The University does not routinely monitor or inspect individual accounts, files, or
communications. There are situations, however, in which the University has a legitimate nee
to do so: (1) system managers may access user accounts, files, or communications wher
there is reason to believe that the user Is interfering with the performance of a system;
(2) authorized investigators may access accounts, files, or communications to obtain rel-
‘évant information when there is a reasonable suspicion that the tiser has viclated efther law

:'or University policies; (3) coworkers and supervisors may need to access accounts, files,
" or communications used for University business when an employee bacomes unavailable

and (4) when required by law. All monitoring and inspection shall be subject to authoriza-
tion, notification, and other requirements specified in the IT Management Policy.

Though the University will attempt to prevent unauthorized access to private files, it can-
not make any guarantees. Because the University is a public entity, information in an elec
tronic form may be subject to disclosure under the Ohlo Public Records Act just as paper
records are. Information also can be revealed by matfunctions of computer systems, by ma
cious actions of hackers, and by deliberate publication by Individuals with legitimate access
to the information. Users are urged to use caution in the storage of any sensitive
information.

Access

Some portions of the virtual campus, such as public Web pages, are open to everyone. Othg
portions are restricted In access to specific groups of psople. No one is permitted to ente
restricted areas without authorization or to allow others to access areas for which they are
not authorized. The ability to access a restricted area does not, by itself, oonstltute author
zation to do so.

Individual accounts are for the use of the individual only; no one may share individual
accounts with anyone elss, including members of the account holder’s i‘amily Joint acces
to resources when needed should be provided from separate accounts.

Security

All members of the University community must assist in maintaining the security of inform:
tion technalogy rescurces. This includes physical security, protecting information, and pre
venting and detecting security breaches. Passwords are the keys to the virtual campus and

* all users are responsible for the security of their passwords. Users must report all attemp!

to breach the security of computer systems or networks to an appropriate official.
Plagiarism and Copyright

~Intellectual honesty is of vital importance in an academic community. You must not repre-
= sant the work of others as your own, You must respect the intellectual rights of others an
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3 - not violate thelr copyright or trademark rights. It is especially important that you obey the
& . restrictions on using software or library resources for which the University has obtained
 restricted Ilcenses to make them available to members of the University community.
TEIR ) 78 Enforcement '_-, L
A * Anyone who hecornes aware of a possible violation of this policy or the more specific regu-
- lations of tha systerns that comprise the virtual campus should notify the relevant depart-
- ment head or system administrator. The administrator will investigate the incident and
' . determine whether further action is warranted. The administrator may resolve minor issues
by obtaining the agreement that the inappropriate action will not be repeated. In those cases
~that warrant disciplinary action, the system administrator will rafa_r ﬂt‘lﬂ matter to the appro-
- priate authorities. These include Public Safety for violations of cnmlnal_law,- the Office of
 Student Affairs for violations by students, the appropriate Provost for violations by facuity,
and the Office of Human Resources for violations by staff members.
_Systam administrators can act to block access and disable accounts when necessary to pro-
 tect the system or prevent prohibited activities, but such actions cannot be used as
punishments. Users must be notified promptly of the action and the restrictions must be
oot - removed unless the case is referred for disciplinary action.

4
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CHAPTER 3

COMPUTER AND
INTERNET CRIME

VIGNETTE

Treatment of Sasser Worm Author Sends Wrong Message
Unleashed in April 2004, the Sasser worm hit IT systems around the world hard and fast. Unlike most

computer viruses before it, the Sasser worm didn't spread through e-maif, but moved undetected across
the Internet from computer to computer. It exploited a weakness in Microsoft Windows XP and Windows
2000 operating systems. By the first weekend in May, American Express, the Associated Press, the British
Coast Guard, universities, and hospitals reported that the Sasser worm had swamped their systems.

Computer troubles led Delta Airlines to cancel 40 flights and delay many others

Microsoft quickly posted a $250,000 reward, and by mid-May, authorities apprehended Sven Jas-
chen, a German teenager. Jaschen confessed and was convicted after a three-day trial. Jaschen could
have received up to five years in prison, but because he was tried as a minor, the court suspended his

21-month sentence, leaving him with only 30 hours of community service.






