
The IBM mainframe couldn't handle the application, so the school was forced to purchase a UNlX 

I system. Vice president of Human Resou- Joseph Nolan claimed that 35 functions the software was 

supposed to perform were either missing or did not work. University officials say that the system failed 

to process financial aid and sent out incorrect tuition bills, a mistake that hit Cleveland State with a $5 

million loss. The university hired new consultants, spent an additional $7 million, and installed hundreds 

of fixes, but the system still didn't work as promised. 

In January 2004. Cleveland State finally threw up its hands and filed a $510 rnilllon lawsuit against 

Peoplesoft for breach of contract, fraud, and negligent rnisrepressntation. The university also sued 

Klaudis. After Oracle acquired Peoplesoft, both parties agreed to a settlement of $4.25 million. Although 

the university has not recovered its losses, it has served as a cautionary tale for ~ the f f i . ' . ~ .~ .~ . ' .~  
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I T  P R O F E S S I O N A L S  

A profession is a calling that requires specialized knowledge and often long and intensive 
academic preparation. The United States has adopted labor laws and regulations that 
require a more precise definition of what is meant by a professional employee. The U.S. 
Code of Federal Regulations defines a person "employed in a professional capacity" as one 
who meets these four criteria: 

1. One's primary duties consist of the performance of work requiring knowledge 
of an advanced type in a field of science or learning customarily acquired by 
a prolonged course of specialized intellectual instruction and study or work. 

2. One's instruction, study, or work is original and creative in character in a rec- 
ognized field of artistic endeavor and the result of which depends primarily on 
the invention, imagination, or talent of the employee. 

3. One's work requires the consistent exercise of discretion and judgment in its 
performance. 

4. One's work is predominately intellectual and varied in character, and the out- 
put or result cannot be standardized in relation to a given period of time. 

In other words, professionals such as doctors, lawyers, and accountants require 
advanced training and experience, they must exercise discretion and judgment in the 
course of their work, and their work cannot be standardized. Many people would also 
expect professionnls to contribute to society, to participate in a lifelong training program 
(both formal and informal), to keep abreast of developments in their field, and to help 
develop other professionals. In addition, many professional roles carry special rights and 
special responsibilities. Doctors, for example, prescribe drugs, perform surgery, and request 
confidential patient information. 

Are IT Workers Professionals? 
Many business workers have duties, backgrounds, and training that qualify them to be 
classified as professionals, including marketing nnalysts, financial consultants, and IT 
specialists. A partial list of IT specialists includes programmers, systems analysts, soft- 
ware engineers, database administrators, local area network (LAN) administrators, and 
chief information officers (CIOs). One could argue, however, that not every IT role requires 
"knowledge of an advanced type in a field of science or learning customarily acquired by 
a prolonged course of specialized intellectual instruction and study," to quote agaln from the 
U.S. Code's definition of a professional. From a legal perspective, IT workers are not rec- 
ognized as professionals because they are not licensed. This distinction is important, for 
example, in malpractice lawsuits-many courts ,have ruled that IT workers are not liable 
for malpractice because they do not meet the legal definition of a professional. 
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Professional Relationships That Must Be Managed 
IT professionals typically become involved in many different relationships, including those 
with employers, clients, suppliers, other professionals, IT users, and society at  large. In 
each relationship, an ethical IT professional acts honestly and appropriately. These vari- 
ous relationships are discussed in the following sections. 

Relationships Between IT Professionals and Employers 

IT professionals and employers have a critical, multifaceted relationship that requires ongo- 
ing effort by both parties to keep it strong. h IT professional and employer discuss and 
agree upon fundamental aspects of this relationship before the professional accepts an 
employment offer. These issues include job title, general performance expectations, spe- 
cific work responsibilities, drug testing, dress code, location of employment, salary, work 
hours, and company benefits. Many other issues are addressed in the company's policy 
and procedures manual or in the company code of conduct, if it exists; these issues include 
protection of company secrets, vacation policy, time off for a funeral or illness in the fam- 
ily, tuition reimbursement, and use of company resources, including computers and 
networks. Other aspects of the relationship develop over time as the need arises (for, I 
example, whether the employee can leave early one day if the time is made up on another 
day). Some aspects are addressed by law-for example, an employee cannot be required 
to do anything illegal, such as falsify the results of a quality assurance test. Some aspects are 
specific to the role of the IT professional and are established based on the nature of the 
work or project-for example, the programming language to be used, the type and amount 
of documentation to be produced, and the extent of testing to be conducted. 

As the stewards of an organization's IT resources, IT professionals must set an example 
and enforce policies regarding the ethical use of IT. IT professionals have the skills and 
knowledge to abuse systems and data or to allow others to do so. Software pirucy, the act 
of illegally making copies of software or enabling others to access software to which they 
are not entitled, is an area in which IT professionals can be tempted to violate laws and 
oolicies. Although end users k t  the blame when it comes to using illegal copies of com- - 
mercial software,.software piracy in a corporate setting is sometimes directly traceable to 
IT staff--either they allow it to happen or actively engage in it, often to reduce IT-related 
spending to meet challenging budgets. According to a study conducted by International Data 
Corporation (IDC), a global provider of market intelligence, advisory services, and events 
for the IT and telecommunications industries, 35 percent of the world's software was ille- 
gally copied in 2004. This represent. a 1 percent decrease from 2003. Yet, losses due to 
piracy increased from 829 billion to $33 billion. Table 2-1 Lists the 10 countries that had 
the highest software piracy rates in 2004 and the 10 countries with the lowest rates.' 

The Business Software Alliance (BSA) is a trade group that represents the world's larg- 
est software and hardware manufacturers. Its mission is to stop the unauthorized copy- 
ing of software produced by its members (see Table 2-2). More than 100 BSA lawyers and 
investigators prosecute thousands of cases of software piracy each year." BSA investiga- 
tions are usually triggered by calls to the BSA hotline (888-NO-PIRACY), reports sent to the 
BSA Web site, and referrals from member companies. Many of these cases are reborted by . disgruntled employees. When the BSA finds cases of software piracy, it assesses heaby 

Chapter 2 

monetary penalties. BSA is funded through dues based on member companies' software rev- 
enues and through settlements from companies that commit piracy. In 2004, for example, 
Red Bull North America Inc. paid the BSA 8105,000 to settle claims that it had more c o p  
ies of Adobe. Microsoft, and Symantec software programs on its computers than it had 
licenses to support. 

Failure to cooperate with the BSA can be extremely expensive. The cost of criminal 
or civil penalties to a corporation and the people involved can easily be many times more 
expensive than the cost of "getting legal" by acquiring the correct number of software 
licenses. Penalties can be up to 8100,000 per copyrighted work if a software piracy case goes 
to trial and the defendant loses. 

TABLE 2-1 Software piracy rates of selected countries - - 
10 countries with the highest 2004 piracy rate 10 countries with the lowest 2C04 piracy rate 
piracy rates piracy rates 

Vietnam United States . . . ' '  . '- 21% :6mid 

TABLE 2-2 Members of Business Software Alliance (as of July 2005) 

~ d o b o  A P P ~  h t & k  

Avld Bentley System Borland 

The Mathworks 

CNC Sohware44este- 

HP (Hewlert-Paakard) 

Internet Security Systems 

Micmft 

Ethics for IT Professionals and I1 

RSA Sarmrlty 'SAP 

Bybase Symantw , 

VERITA8 Software - .  



. '. 

Chapter 

Trade secrecy is another area that can cause problems between employers and IT 
professionals. A trade secret is information used in a business, generally unknown to the 
public, that the company has taken strong measures to keep confidential. It represents 
something of economic value that has required effort or cost to develop and has some degree 
of uniqueness or novelty. Trade secrets can include the design of new software code, hard- 
ware designs, business plans, the design of the user interface to a computer program, and 
manufacturing processes. Examples include the Colonel's secret recipe of 11 herbs and 
spices, the formula for Coke, and Intel's manufacturing process for the Pentium 4 chip. 
Employers fear that employees may reveal these secrets to competitors, especially when 
they leave the company. As a result, they require employees to sign confidentiality agree- 
ments and promise not to reveal the company's trade secrets. However, the IT industry is 
known for high employee turnover, and things can get complicated when an employee 
moves on to a competitor. 

In 2005, for example, a California jury ordered Toshiba Corporation to pay $465 million 
in damages to Lexar, its former business partner, for theft of trade secrets. The case cen- 
tered on technology used in flash memory chips, which are widely used in computers and other 
consumer products to retain data when their power supply is disconnected. Lexar is a manu- 
facturer and marketer of removable tlash memory cards, USB flash drives (see Figure 2-l), 
card readers, and controller technology solutions for the digital photography, consumer eley- 
tronics, and communications markets. Lexar sued Toshiba because it used its relationship to 
gain access to Lexar's business plans and technology while simultaneously working with SanD- 
isk Corporation, a major rival of Lexar, on similar flash memory technology, according to Lexar 
spokespeople. In addition, Lemr asked for an injunction that bars Toshiba products from 
sale in the United States if they include the Lexar technology." 

FIGURE 2-1 Lexar flash memory products 
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Another issue that can create friction between employers and IT professionals is ! 

whistle-blowing. Whistle-blowing is an effort by an employee to attract attention to a neg- ; 
ligent, illegal, unethical, abusive, or dangerous act by a company that threatens the pub- 
lic interest. Whistle-blowers often have special information based on their expertise or ! 
position within the offending organization. For example, an employee of a chip manufac- I 
turing company may know that the chemical process used to make the chips is danger- 
ous to employees and thegeneral public. A conscientious employee would call th? problem 
to management's attention and try to correct it by working with appropriate resources 
within the company. But what if the employee's attempt to correct the problem through t 

internal channels was thwarted or ignored? The emplojGe could then consider becoming 
a whistle-blower and reporting the problem to people outside the company, including 
state or federal agencies that have jufisdiction Obviously, such actions could have nega- I tive consequences on the employee's job, and could even result in retaliation and firing. 

In May 2005, for example, Oracle Corporation paid 88 million to settle charges that it 
fraudulently collected fees before protiding training for clients and failed to comply with 
federal travel regulations in billing for travel and expenses. The charges arose from a whistle- 
blower lawsuit brought by a former Oracle vice president. As a result of the settlement, the 
whistle-blower received 81.58 million of the S8 million total settlement." Whistle- 
blowing is discussed more fully in Chapter 8. 

Relationships Between IT Professionals and Clients 

A professional often provides services to clients who either work outside the professional's orga- 
nization or are "internal." In relationships benveen IT professionals and clients, each party 
agrees to provide something of value to the other. C e n e d y  speaking, the IT professional pro- 
vides hardware, software, or senices at  a certain cost and within a given time frame. For 
e.xample, an IT professional might agree to implement a new accounts payable software pack- 
age that meets the client's requirements. The client provides compensation, access to key con- 
tacts, and perhaps work space. This relationship is usually documented in contractual 
terms-who does what, when the work begins, how long it will take, how much the client pays, 
and so on. Although there is often a vast disparity in expertise between IT professionals and 
their clients, the two parties must work together to be successful. 

Typically, the clicnt makes decisions about a project on the basis of information, alter- 
natives, and recommendations provided by IT proicssionals. The client trusts them to use 
their expertise and to think and act in the client's best interests. The IT professional must 
trust that the client will provide relevant information. listen to and underst:ut~d what the pro- 
fessional says, ask questions to understand the impact of key decisions, and use the infor- 
mation to make wise choices between alternatives. Thus, the responsibility for decision 
making is shared between clicnt and professional. 

One ethical problem between IT professionals and clients involves IT consultants or  
auditors who recommend their own products and services or those of an affiliated vendor 
to remedy a problem they have detected. For example, an IT consulting firm might be 
hired to assess a firm's IT strategic plan. After a few weeks of analysis, the consulting firm 
might provide a poor rating for the existing strategy and insist that its proprietary prod- 
ucts and services are required to develop a new strtltegic plan. Such findings raise ques- 
tions about the vendor's objectivity and whether its recommendations can be trusted. 

During a project, IT professionals might be unable to provide full and accurate report- 
ing of the project's status if they lack the information, tools, or experience to perform an 
accurate assessment. The project manager may \\-ant to keep resources llowing into the 
project and hope that problems can be corrected before anyone notices. The project man- 
ager may also be reluctant to share status information because of contractual penalties for 
failure to meet the schedule or to develop certain system functions. In this situation, the 
client may not be informed about the problem until it has become a crisis. After the truth 
comes ~ u t ,  finger-pointing and heated discussions about cost overruns, missed sched- 
ules, and technical incompetence can lead to charges of fraud, misrepresentation, and 
breach of contract, as discussed in the following Legal Overview. 

Ethics for IT Professionals and IT 



Fraud is the crime of obtaining goods, services, or property through deception or tricke 
Fraudulent misrepresentation occurs when a person consciously decides to indue 
another person to rely and act on the misrepresentation. To prove fraud in a court of 1 
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Relationships Between IT Professionals and Suppliers 
IT professionals deal with many different hardware, software, and service providers. Most 
IT professionals understand that building a good working relationship with suppliers 
encourages the flow of useful communication and the sharing of ideas. Such itlformntion can 
lead to innovative and cost-effective ways of using the supplier's products and services that 
the IT professional may never have considered. 

IT professionals should develop good relationships with suppliers by dealing fairly with 
them and not making unreasonable demands. Threatening to replace a supplier who can't 
deliver needed equipment tomorrow, when the normal industry lead time is one tveek, 
is aggressive behavior that does not help a working relationship. 

Suppliers also strive to maintain positive relationships with their customers to make 
and increase sales. Sometimes, their actions to achieve this goal might be perceived as 
unethical--for example, they could offer an IT professional a gift that is actually intended 
as a bribe. Clearly, IT professionals should not accept a bribe from a vendor, but they must 
be careful in considering what constitutes a bribe. For example, accepting invitations to 
expensive dinners or payment of entry fees for n golf tournament may seem innocent to the 
recipient, but may be perceived as bribery by an internal accounting auditor. 

Bribery involves providing money, property, or favors to someone in business or gov- 
ernment to obtain a business advantage. An obvious example is a software supplier that 
offers money to another company's employee to get its business. This type of bribe is often 
referred to as a "kickback" or "payoff." The person who offers a bribe commits a crime 
when the offer is made, and the recipient is guilty of bribery upon accepting the offer. 

The U.S. Foreign Corrupt Practices Act (FCPA) makes it a crime to bribe a foreign offi- 
cial, a foreign political party official, or a candidate for foreign political office. The act 
applies to any U.S. citizen or company, or to any company with shares listed on any U.S. 
stock exchange. However, a bribe is not a crime if the payment was lawful under the laws 
of the foreign country in which it was paid. Penalties for violating the FCPA are 
severe-corporations face a fine of up to S2 million per violation, and individual viola- 
tors may be fined up to 8100,000 and imprisoned for up to five years. 

The FCPA also requires corporations to meet its accounting standards by having an 
adequate system of internal controls, including maintaining books and records that accu- 
rately and fairly reflect their transactions. The goal of these standards is to prevent com- 
panies from using "slush funds" or other means to disguise payments to foreign officials. A 
firm's business practices and its accounting information systems are frequently audited 
both by internal and outside auditors to ensure that they meet these standards. 
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The FCPA permits facilitating payments that are made for "routine government 
actions," such as obtaining permits or licenses; processing visas; providing police 
protection; providing phone services, power, or water supplies; or facilitating actions of 
a similar nature. Thus, it is permissible under the FCPA to pay an official to perform some 
official function faster (for example, to speed customs clearance), but not to make a dif- 
ferent substantive decision (for example, to award budness to one's firm). 

In some countries, gifts are an essential part of doing business. In fact, in some coun- 
tries it would be considered rude not to bring a present to an initial business meeting. In 
the United States, a gift might take the form of free tickets to a sporting event from a per- 
sonnel agency that wants to get on your company's list of preferred suppliers. At what 
point does a gift become a bribe? Who decides? 

The key distinguishing factor is that no gift should be hidden. A gift may be consid- 
ered a bribe if it is not declared. As a result, most companies require all gifts to be declared 
and that everything but token gifts must be declined. Some companies have a policy of 
pooling the Bifts received by their employees, auctioning them, and giving the proceeds to 
charity. 

When it comes to distinguishing between bribes and gifts, the perceptions of the donor 
and recipient can differ. The recipient may believe he received a gift that in no way obli- 
gates him to the donor, particularly if the gift was not cash. The donor's intentions, how- 
ever, might be very different, Table 2-3 helps you distinguish between a gift and a bribb. 

Relationships Between IT Professionals and Other Professionals 
Professionals feel a degree of loyalty to the other members of their profession. As a result, 
they are quick to help each other obtain new positions but slow to criticize each other in 
public. Professionals also have an interest in their profession as a whole, because how it is 
perceived affects how individual members are perceived and treated. (For example, poli- 
ticians are not &neraIly thought to be very uustworthy, but teachers are.) Hence, profes- 
sionals owe each other an adherence to the profession's code of conduct. Experienced 
professionals can also serve as mentors and help develop new members of the profession. 

A number of ethical problems can arise between members of the IT profession. One 
of the most common is &sum6 inflation, which involves lying on a r6sum8 and claiming 
competence in an IT skill that is in hi& demand. Even thou& IT professionals might ben- 
efit in the short term from exaggeratw qualifications, such action can hurt the profes- 
sion and themselves In the long run. Customers, and society in eneral, mi@ become 
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much more skeptical of IT professionals as a result. As many as 30 percent of job appli- 
cants exaggerate their accomplishments and about 10 percent seriously misrepresent their 
backgrounds, according to some estimates.15 

Another ethical issue is the inappropriate sharing of corporate information. Because 
of their roles, 'IT professionals have access to corporate databases of private and confiden- 

I 
tial information about employees, customers, suppliers, new product plans, promotions, 
budgets, and so on. As discussed in Chapter 1, this information is sometimes shared 
inappropriately. It might be sold to other organizations or shared informally during work 
conversations with others who have no need to know. 

Relationships Between IT Professionals and IT Users 
The term IT user distinguishes the person for whom a hardware or software product is 
designed from the IT professionals who develop, install, service, and support the product. 
IT users need the product to deliver organizational benefits or to increase their 
productivity. 

IT profes3ionals have a duty to understand a user's needs and capabilities and to deliver 
products and services that best meet those needs--subject, of course, to budget and time 
constraints. IT professionals also have a key responsibility to establish an environment 
thnt supports ethical behavior by users. Such an environment discourages software piracy, 
minimizes the inappropriate use of corporate computing resources, and avoids the inap- 
propriate sharing of information. Later in this chapter, you will learn more about establish- 
ing an effective IT usage policy that addresses these issues. 

Relationships Between IT Professionals and Society 
Regulatory laws establish safety standards for products and services to protect the oublic. 
However, these laws are less than perfect, and they fail to safeguard against all negative 
side effects of a product or process. Often, professionsls can see more clearly what effect 
their work will have and can take action to eliminate potential public risks. Thus, soci- 
ety not only expects members of a profession not to cause harm, but to provide signifi- 
cant benefits. One approach to meeting this expectation is to establish and maintain 
professional standards that protect the public. 

Clearly, the actions of an IT professional can affect society. For example, a systems ana- 
lyst may design a computer-based control system to monitor a chemical manufacturing 
process. 11 failure or error in the system may put workers or residents near the plant at risk. 
As a result, IT professionals have a relationship with others in society who may be affected 
by their actions. However, there is currently no single, formal organization of IT profes- 
sionals that takes responsibility for establishing and maintaining standards that protect the 
public. 

Ethics for IT Professionals and IT 1 
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T H E  E T H I C A L  B E H A V I O R  O F  I T  Professional Organizations 

P R O F E S S I O N A L S  No IT professional organization has emerged as preeminent, so there is no code . 
ethics for IT ~rofe~s iona l~ .  However, the existence of such organizations is USehl in a I chapter 1 points out that the risks associated with inappropriate ethical behavior have that is rapidly @owl@ and changing. IT professionals need to know about new devel- 

in number, complexity, likelihood, and significance. AS a result, mmorationS are i Opmenb in the. field, which requires networkin8 with others, seeung out new ideas, and 
ing a number of actions to ensure good business ethics among their employees. This 

' 
building personal skills and expertise. Whether you are a freelance programmer or tl,e CIO 

tion focuses on actions that support the ethical behavior of IT professionals- a company, membership in an organization of IT professionals enables you 
with others of similar work experience, to develop working relationships, and 

Professional Codes of Ethics to exchange ideas. Inbnnation is disseminated from these organizations through e-mail, 

A  profession^ code of ethics states the principles and core values that are essential the periodicals, Web sites, meetings, and conferences. Furthermore, in recowition of the 
need for professional standards of competency and conduct, many of these 
have developed a code of ethics. Four of the most prominent ITqelated professional 
nizations are summarized in this section. 

Association for Computing Machinery (ACM) 

The AChl is a computing society founded in 1947 that serves more than 80,O(JO profession- 
als in more than 100 countries and offers many publications for technology profession~s. 

cation for those who practice the profession. (For examples of professional Tech Nms, for example, is a comprehensive news-gathering service published three 
ethics, see Appendices B through E.1 times a week. ACM's Ubiguity publication is a forum and opinion magazine. ~h~ o m i z a -  

L~~~ do not provide a complete guide to ethical behavior. Just because an activity js tion also offers a substantial digital library of bibliographic infomation, citations, articles, 
not defined as illegal does not mean it is ethical. You also cannot expect a professional code and journals. The ACM sponsors special-interest groups that focus on a of IT 
of ethics to provide the complete answer-no code can be the definitive issues, including artificial intelligence, computer architecture, languages, 

~ ~ m ~ u t e r - h u m a n  interaction, and mobile communications. Each group pubfica- 
tions, workshops, and conferences for information exchange. . &ical decision -king-Adherence to a professional code of eth- The AChf has a code of ethics and professional conduct with explana- 

its means that practitioners use a common set of core values and to tions and guidelines. The ACM code consists of eight general moral imperatives, eight spe- 

sene as a guideline for ethical decision making. cific professional responsibilities, six or&nizntional leadership imperatives, and hvo 
promores high standards of practice and ethical behior-Adherence a of compliance. The complete text of this code is provided in ~ ~ ~ ~ ~ d i ~  B. 
code of ethics reminds professionals of the responsibilities and duties that 
may be tempted to compromise to meet the pressures of day-to-da~ business. Association of Information Technology Professionals (AITP) 
~h~ code also defines behaviors that are acceptable and The AITP has its roots in Chicago in 1951, when a group of machine accountants got 
guide professionals in their interactions with others. Suong codes ethics 

together and decided that the future was bright for the TAB machines they were operating. 
have procedures for censuring professionals for serious violations, with penal- They were members of a local group called the Machine Accountants ~ ~ ~ ~ ~ i ~ t i ~ ~  (MAA), 
ties that can include the loss of the right to practice. Such codes are the excep- which evolved into the Data Processing Management Association in 1962 and findy fie 
tion, however, and few of them exist in the IT arena. AlTP in 1996. 
~~h~~~~~ truYt and respectJrom the general public-Public trust is built On The AITP provides quality IT-related education, information on relevant IT issues, and 
the expectation that a professional will behave ethically. People often must forums for networking with experienced peers and other IT professionals for its nearly 
depend on the integrity and good judgment of a professional to tell the truth* 9000 members.'h Its mission is to provide superior leadership and education in infoma- 
abstain from giving self-serving advice, and offer warnings about the Poten- tion techno log^, and one of its goals is to help members make themselves more marker- 
tial negative side effects of their actions. Thus, adherence to a code of ethics able the industry. The AITP also has a code of ethics and standards of conduct, which are 
enhances trust and respect of professionals and their profession. presented in Appendix C. The standards of conduct are considered to be rules that no true 
wes an &wm'benchmark-A code of ethics provides an evaluation IT professionaI should violate. 
benchmark that a can use as a means of self-assessment. Peers 
of the professional can also use the code for recognition or censure. 

Ethics for IT Pmfesslonals and IT 



Computer Society of the lnstitute of Electrical and Electronics Engineers (IEEE-CS) 

The Institute of Electrical and Electronics Engineers (IEEE) covers the broad fields of elec- 
trical, electronic, and information technologies and sciences. The IEEE-CS is one of the 
oldest and largest IT professional associations, with more than 100,000 members. Roughly 
40 percent of its members live and work outside the United States. Founded in 1946, the 
. IEEE-CS is the largest of the 36 societies of the IEEE. "The IEEE-CS's vision is to be the 
leading provider of technical information and services to the world's computing 
professionals. The society promotes an active exchange of information, ideas, and techno- 
logical innovation among its members through its many conferences, applications-related 
and research-oriented journals, local and student chapters, technical committees, and stan- 
dards working groups."" 

In 1993. the IEEE-CS and the ACbI formed a Joint Steering Committee for the Estab- -- 

lishment of Software Engineering as a Profession. The initial recommendations of the com- 
mittee were to define ethical standards, to define the required body of knowledge and 
recommended practices in software engineering, and to define appropriate curricula to 
acquire knowledge. The Software Engineering Code of Ethics and Professional Practice (see 
Appendix D) documents the ethical and professional responsibilities and obligations of 
software engineers. 

Project Management Institute (PMI) 

The Project Management Institute was established in 1969 and currently has more than 
150,000 members in more than 150 countries. Its members include project managers from 
such diverse fields as construction, sales, finance, and production, not just information 
systems. It has certified more than 100,000 people as project management professionals 
(PMPs). Certification requires that a person meet specific Flucation and experience 
requirements, agree to follow the PMP Code of Ethics, and pass the PhIP exam, which is 
designed to assess and measure knowledge of project mnn;~gement. The PSI1 Member Code 
of Ethics is presented in Appendix E. 

Certification 
Certification indicates that a professional possesses a particular set of skills, knorvledge, or 
abilities, in the opinion of the certifying organization. Unlike licensing, which applies only 
to people and is required by law, certification can also apply to products and is gener- 
ally voluntary. IT-related certifications typically carry no requirement to adhere to a code 
of ethics, whereas such a requirement is standard with licensing. 

Numerous companies and professional organizations offer certifications, and opinions 
are divided on their value. Many employers view them as s benchmark that indicates mas- 
tery of a defined set of basic knowledge. On the other hand, because certification is no sub- 
stitute for experience and doesn't guarantee that a person will perform well on the job, 
some hiring managers are rather cynical on the subject. Most IT employees are motivated 
to learn new skills, and certification provides a structured rvay of doing so. For such people, 
completing a certification provides clear recognition and correlates with a good plan to help 
them advance their careers. Others view certification as just another means for product 
vendors to generate additional revenue with little merit attached.'" 

Vendor Certifications 

Many IT vendors such as Cisw, IBM, Microsoft, Sun, and Oracle offer certification pro- 
grams for theirproducts. Workers who successfully complete a program can represent them- I selves as certified users of a manufacturer's product. Depending on the job market and the 
demand for skilled workers, some certifications might substantially improve IT work- 
ers' salaries and career prospects. Certifications that are tied to a vendor's product are rel- 
evant for narrowly defined roles or certain aspects of broader roles. Sometimes, however, 
vendor certifications are too focused on technical details and do not address more gen- 
eral concepts. 

Certifications require passing a written exam, which usually contains multiple-choice 
questions because of legal concerns about whether other types of exams can be graded 
objectively. A few certifications, such as Cisco Certified Internetworking Engineer (CCIE), 
also require a hands-on lab exam that demonstrates skills and knowledge. It can take years 
to obtain the necessary experience required for some certifications. Courses and train- 
ing material are available to help speed up the preparation process, but sometraining costs 
can be expensive. Depending on the certification, study materials can cost SlOOO and 
in-class formal training courses can cost more than 810,000. 

The hlicrosoft Certified System Engineer (MCSE) certification is one of the more 
demanding LIicrosoft certifications. Engineers, analysts, and consultants frequently obtain 
it for their work in designing and implementing Windows server solutions and 
architectures. Four networking system exams, one client operating system exam, and one 
design exam are required. So many people have obtained blCSE certification (more than 
400,000 in the United States) that it has almost become an entry-lcvel requirement for some 
companies. 

Bemuse of the rapid pace of change in the IT field, workers :Ire commonly recertified 
as newer technologies become availahle. For example, many people who were MCSE- 
certified and trained on the LVindows NT 4.0 operating system went through recertifica- 
tion when newer operating systems were developed. 

Industry Association Certifications 

Certifications from industry associations generally require a certain level of experience and 
a broader perspective than vendor certifications; however, they often lag in developing 
tests that cover new technologies. The twnd in IT certification is to move from purely tech- 
nical content to a broader mix of technical, business, and behavioral competencies, which 
are required in today's demanding IT roles. This trend is evident in industry associa- 
tion certifications that address broader roles such as e-commerce, network security, and 
project management. 

For example, the Institute for Certification of Computing Professionals (ICCP) offers 
two levels of certification-Certified Associrte Computing Professional and Certified Com- 
puting Professional. Since 1973, more than 50,000 IT professionals worldwide have com- 
pleted ICCP certification.'" Candidates for either certificate must take a common core exam 
that includes questions on organizational frameworks, systems concepts, data and infor- 
mation, systems development, technology, and associated disciplines. 
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The Associate Computing Professional (ACP) certification requires applicants to  suc- 
cessfully complete an exam for an additional computer programming language. The ACP 
certification is for new members of the IT industry or recent college graduates who want 
professional credentials that substantiate their level of computing knowledge. 

More experienced IT professionals can obtain the Certified Computing Professional 
. (CCP) certification, which requires successful completion of exams in two of the follow- 

ing areas: management, procedural programming, business information systems, com- 
munications, office information systems, systems security, microcomputing and networks, 
systems development, software engineering, systems programming, and data resource 
management. In addition, CCP candidates must have four years of full-time experience in 
information systems or applicable colle* degrees with two years of full-time experience. 
AU candidates must subscribe to a specified code of ethics, conduct, and good pra~tice.~'  

The American Society for Qdity Control (ASQC) offers certifications for software 
quality engineers who have eight years of professional experience and at least three years 
in a decision-making position. A bachelor's degree may count as four years of experi- 
ence, and an advanced degree may count as an additional, fifth year of experience. In addi- 
tion, engineers must have professional credentials, such as membership in a recognized 
professional society, an engineer's license, or statements from two professional colleagues. 
Engineers must successfully complete a written exam that covers software quality mama 
agement, software engineering, project management, analytical methods, and quality 
systems. 

Clearly, many IT certifications are available. Their value varies greatly dependi@ on 
where people are in their career path, what other certifications they possess, and the nature 
of the IT job market. 

Government Licensing 
Government licensing is generally administered at the state level in the United States. Some 
professionals must be licensed to prove that they can do their work ethically and safely, 
including certified public accountants (CPAs), lawyers, doctors, various types of medical 
and day care providers, and some engineers. 

Various states have enacted legislation to establish licensing requirements and pro- 
tect public safety. For example, Texas passed the Engineering Registration Act after a tragic 
school explosion at New London, Texas, in 1937. Under the act and subsequent revi- 
sions, only duly licensed people may legnlly perform engineering services for the public, and 
public works must be designed and constructed under the direct supervision of a licensed 
professional engineer. People cannot call themselves engineers or professional engi- 
neers unless they are licensed, and violators are subject to legal penalties.21 Most states have 
similar laws. 

The Case for Licensing IT Professionals 

The days of simple, stand-alone information systems are over. Modem systems are highly 
complex, interconnected, and critically dependent on each other. Highly integrated enter- 
prise resource planning systems (ERPs) help multibillion-dollar companies control all their 
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business functions, including forecasting, production planning, purchasing, inventory con- 
trol, manufacturing, and distribution. Complex computers and information systems man- 
age and control the nuclear reactors of power plants that generate electricity for cities. 
Medical infonpation systems monitor the vital statistics of hospital patients on critical life 
support. Local, state, and federal government information systems are entrusted with Ben- 
erating and distributing millions of checks worth billions of dollars to the public. 

As a result of the increasing importance of IT in our everyday lives, the development 
of reliable, effective information systems has become an area of mounting public concern. 
This concern hns led to a debate whether the licensing of IT professionals would improve 
information systems. Proponents argue that licensing would strongly encourage IT pro- 
fessionals to follow the highest standards ofthe profession and practice a code of ethics, and 
that licensing would allow violators to be punished. Without licensing, there are no require- 
ments for heightened care and no concept of professional malpractice. 

Issues Associated with Government Licensing of IT Professionals 

Australia, Great Britain, and the Canadian provinces of Ontario and British Columbia have 
adopted licensing for software engineers. The National Council of Engineering Examin- 
ers and Surveyors (NCEES) has developed a professional exam for electrical engineers and 
computer engineers." However, there are few international or nat~onal licensing pro- 
grams for IT professionals, for many reasons: 

There is no universally accepted core body of knowledge. The core body of 
knowledge for any profession outlines agreed-upon sets of skills and abilities 
that all licensed professionals must possess. At present, however, there are no 
univers:~lly accepted standards for licensing programmers, software engi- 
neers, and other IT professionals. Instead, various proiession:~l societies, state 
agencies, and federal governments have developed their own standards. 
I r  is unclear who slwultl manage che content am! ad~ninistratioi~ (/licensing 
e-rums. How will licensing exams be constructed, and who will be responsible 
for designing and administering them2 Will someone who passes n license exam 
in one stilte or country be accepted in another state or country? In a field as r a p  
idly changing as IT, professionals clenrly must commit to ongoing, continu- 
ous education. If an IT professional's license expires every few years (like a 
driver's license), when must practitioners prove competence in new practices 
before they can renew their license? Such questions would normally be 
answered by the state agency that licenses other professionals. 
There is no administrative body to accredit professional education programs. 
Unlike the American Medical Association for medical schools or the Ameri- 
can Bar Association for law schools, no single body accredits IT professiond 
education programs. Furthermore, there is no well-defined, step-by-step 
process to train IT professionals, even for specific jobs, such as progrmming. 
There is not even broad agreement on what skills a good programmer must 
possess-it is highly situational, depending on the computing environment. 
There Is no administratiw body to assess and ensure competence of 

- indiwidual professionals. Lawyers, doctors, and other licensed professionals 
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are held accountable to high ethical standards and can lose their license for fail- 
ing to meet these standards or for demonstrating incompetence. The AITP 
standards of conduct state that professionals should "take appropriate action 
in regard to any illegal or unethical practices that come to  my attention. How- 
ever, 1 will bring charges against any person only when I have reasonable basis 
for believing in the truth of the allegations and without any regard to per- 
sonal interest." The AITP code addresses the censure issue much more force- 
fully than other IT codes of ethics, although it has seldom, if ever, been used 
to censure practicing IT professionals. 

I T  P R O F E S S I O N A L  M A L P R A C T I C E  

Negligence has been defined as not doing something that a reasonable man would do, or 
doing something that a reasonable man would not do. Duty of care refers to the obliga- 
tion to protect people against any unreasonable harm or risk. For example, people have a 
duty to  keep their pets from attacking others and to operate their cars safely. Similarly, busi- 
nesses must keep dangerous pollutants out of the air and water, make safe products, and 
maintain safe operating conditions for employees. 

The courts decide whether parties owe a duty of care by applying a reasonable persona 
s tandad to evaluate how an objective, careful, and conscientious person would have acted 
in the same circumstances. Likewise, defendants who have particular expertise or compe- 
tence are measured against a reasonnble professiod standard. For example, in a medi- 
cal malpractice suit based on improper treatment of a broken bone, the reasonable person 
standard would be higher if the plaintiff were an orthopedic surgeon rather than a gen- 
eral practitioner. In the IT arena, consider a nedgence case in which an employee inadvert- 
ently destroyed millions of customer records. The reasonable person standard would be 
higher if the plaintiff were a licensed, Oracle-certified database administrator (DBA) with 10 
years of experience, instead of an unlicensed systems analyst with no DBA experience or spe- 
cific knowledge of the Oracle system. 

If a court finds that a defendant actually owed a duty of care, it must then determine 
whether the duty was breached. A breach of the duty of care is the failure to act as a rea- 
sonable person would act. A breach of duty may consist of an action, such as throwing a lit 
cigarette into a fireworks factory and causing an explosion, or a failure to act when there 
is a duty to do *for example, a police officer who does not protect a citizen from an 
attacker. 

Professionals who breach this duty of care are liable for injuries their negligence causes. 
This liability is commonly referred to as professional malpractice. For example, a CPA who 
fails to use reasonable care, knowledge, skill, and judgment when auditing a client's books 
is liable for accounting malpractice. Professionals who breach this duty are liable to their 
patients or clients, and possibly to some third parties. 

Courts have consistently rejected attempts to sue individual parties for computer- 
related malpractice. Professional negligence can only occur when people fail to perform 
within the standards of their profession, and software engineering is not a uniformly 
licensed profession in the United States. Because there are no uniform standards against 
which to compare a software engineer's professional behavior, he cannot be subjebt to mal- 

. , practice lawsuits. 
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I T  U S E R S  

Chapter 1 outlined the general topic of how corporations are addressing the increasing 
risks of unethical behavior. This section focuses on improving employees' ethical use of IT, 
which has become an area of growing concern as more companies provide employees with 

I 
PCs, access to corporate information systems and data, and the Internet. 

Common Ethical Issues for IT Users 
This section discusses a few common ethical issues for IT users. Other ethical issues will 
be discussed in future chapters. 

Software Piracy 
As mentioned earlier in this chapter, software piracy in a corporate setting can be directly 
traceable to IT professionals-they might allow it to happen or they might actively engage 
in it. Corporate IT usage policies and management should encourage users to report 
instances of piracy and to challenge its practice. 

Sometimes, IT users are the ones who commit software piracy. A common violation 
occurs when employees copy software from their work computers for use at  home. When 
confronted, the IT user's argument might be: "I bought a home computer partly so I could 
take work home and be more productive; therefore, I need the same software on my home 
computer as I have at work." However, this is still piracy if no one has paid for an addi- 
tional license to use the software on the home computer. 

lnappropriate Use of Computing Resources 
Some employees use their computers to surf popular Web sites that have nothing to do with 
their jobs, participate in chat rooms, view pornographic sites, and play computer gnmes. 
These activities eat away at worker productivity nnd waste time. Furthermore, viewingsexu- 
ally explicit material, sharing lewd jokes, and sending hate e-mail could lead to lawsuits and 
allegations that n company allowed a work environment conducive to racial or sexual 
harassment. According to a survey conducted by Delta Consulting in 2005, half of all For- 
tune 500 companies dealt with at  least one incident related to computer porn in the work- 
place in the previous 12 months. The companies handled the problem by firing the offenders 
in 44 percent of the cases and taking other disciplinary action 41 percent of the timeF3 

lnappropriate Sharing of Information 
Every organization stores vast amounts of information that can be classified as either pri- 
vate or confidential. Private data describes individual ernployees-for example, their sal- 
ary information, attendance data, health records, and performance ratings. Confidential 
information describes a company and its operations, including sales and promotion plans, 
staffing projections, manufacturing processes,.product formulae, tactical and strategic 
plans, and research and development. An IT user who shares this information with an 
unauthorized party, even inadvertently, has violated someonek privacy or created the 
potential that company information could fall into the hands of competitors. For 
example, if an IT employee saw a coworker's payroll records and then discussed them with 
a friend, it would be a clear violation of the worker's privacy. 
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Supporting the Ethical Practices of IT Users 
The growing use of IT has increased the potential for new ethical issues and problems, so 
many organizations have recognized the need to develop policies that protect against 
abuses. Although no policy can stop wrongdoers, it can set forth the general rights and 
responsibilities of all IT users, establish boundaries of acceptable and unacceptable 
behavior, and enable management to punish violators. Adherence to the policy can improve 

. services to users, increase productivity, and reduce costs. Companies can take several of 
the following actions when creating an IT usage policy. 

Defining and Limiting the Appropriate Use of IT Resources 
Companies must develop, communicate, and enforce written guidelines that encourage 
employees to respect corporate IT resources and use them to enhance their job 
performance. Effective guidelines allow some level of personal use while prohibiting 
employees from visiting objectionable Internet sites or using company e-mail to send offen- 
sive or harassing messages. 

Establishing Guidelines for Use of Company Sofhvare 

Company IT managers must provide clear rules that govern the use of home computers and 
associated software. Some companies negotiate contracts with software manufacturers and 
provide PCs and software so that IT users can work at home. Other companies help ' 

employees buy hardware and software at corporate discount rates. The goal should be to 
ensure that employees have legal copies of all the software they need to be effective, regard- 
less of whether they work in an office, on the road, or at home. 

Structuring Information Systems to Protect Data and lnformation 

Organizations must implement systems and procedures that limit data access to employ- 
ees who need it. For example, sales managers may have total access to sales and promo- 
tion databases through a company network, but their access should be limited to products 
for which they are responsible. Furthermore, they should be prohibited from accessing di~tn 
about research and development results, product formulae, and staffing projections if they 
don't need it to do their jobs. 

Installing and Maintaining a Corporate Firewall 
A firewd is a hardware or software device that serves as a barrier between a company and 
the outside world and limits access to the company's network based on the organiza- 
tion's Internet usage ~olicv. The firewall can be configured to serve as an effective deter- - -  - - 
rent to unauthorized Web surfing by blocking access to specific, objectionable Web sites. 
Unfortunately, the number of such sites grows so rapidly that it is difficult to block them all. 
The firewall can also serve as an effective barrier to incoming e-mail from certain Web sites. 

Table 2-4 presents a manager's checklist that summarizes items to consider when estab- 
lishing an IT usage policy. The preferred answer in each case is yes. 

TABLE 2-4 Manager's checklist of #ems to consider when establishing an IT usage policy 

- 
companies, or users. It can even be programmed to block e-mail with certain kinds of 
attachments (for example, Blicrosoft Word documents), which reduces the risk of hnrmf~ll 
computer viruses. 
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1. What key characteristics distinguish a professional froin o$ei,hds of worke6Tad what 
* ,. * - -  

is the role of an p-iyal? ;;+ ' +. A\&&=, bvd+Y.:v 
Professionals qu i re  idvahced training 
judgment in the.cou& bf their wo&;&d 
sional is expeded to contribute to &M 
formal and informal). to-keep &reast,d d 
professlonals. From a-legal standelnt, a p 
requirenknts !if they, &st) and earn& the 

What relationships most' an I7. p ~ & ~ a l '  
In each? :* . I :.+'.;,.?yvr '.q.,' # 4 -?a -z% q . ,.,.;"?I, i f *  - :? *: Jq 3 
IT orofessionals tv~~callv become involved In many different relationships, each with its own , , 
se;of ethical issues and potential problems. In reiationshlps between IT professionals an$ j 

employers, important issues fnclude setting and enforcing poiides regarding the ethical 
use of IT, the potential for whistleblowlng, and the safeguarding of bade secrets. In relation- 
ships between IT professionals and clients, the key issues revohre around defining, shaF. 1 
Ing, and fulfilling each party's responsibilities for successfully completing an IT project A 

which no action can be perceived as unethical. In relationships between fellow IT pmfes- 
sionals, the key issues are to Improve the profession through such activities as mentor- '! 
lng inexperienced colleagues and demonstrating professional loyalty. RBsum6 Inflation and < 
the inappropriate sharing of corporate information are relevant problems. In relationships 
between IT professionals and IT users, important issues Include software piracy, inappro- = 
priate use of IT resources, and inappropriate sharing of Infirmation. When it comes to the ' 
relationship between IT professionals and society at large, the main challenge is to prac- 7 
Cce the profession in ways that cause no harm to society and provide significant benefits. { 

3. How do codes of ethics, professional organizations, certification, and licensing affect the ;1 
ethical behavior of IT professionals? 

A professional code of ethics states the principles and core values that are essential to the -. 
work of an occupational group. A code serves as a guideline for ethical declsim making, pro- 
motes high standards of practice and ethical behavior, enhances trust and respect from the 
general publlc, and provides an evaluation benchmark. 

Many people believe that the licensing and certification of IT professionals would i n m ' k  ', 
the reliability and effectiveness of information systems, but the question of Hcensing ralses 
many issues; for example, (a) there Is no universally accepted core body of knowledge on 

* 

which to test people; (b) il is unclear who should manage the content and administdm of 
licensing exams; (c) there is no administrative body to a d i  professional education 
programs; and (d) there Is no administrative body to assess and ensure competence of indl- 
vidual professionals. 1 5 . .  

* ,,&-- 

4. What are the key tenets of four different codes of e t h i ~  that pwlde guidance for ll 
professionals? 

Several IT-related professional organizations have developed a code of ethlcs, $doding the 
ACM, the AITP, the IEEE-CS, and the Project Management Institute. These codes have two 

$ :' C. does work that cannot be standardized 

: - d. all of the above 

.' 2. Many courts have ruled that IT workers are not liable for maloractice berause thav dn not 
- r  -- I -- '. 

meet the leoal definition of a ~rofessional. True or ~al&? 

'. b. 20-30 percent 
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1. How do you prove that fraud has been committed? How do you prove breach of contract? 
What is the difference between the hvo? 

sional malpractice? Why or why now 

tations and do not lead to charges of fraud, fraudulent misrepresentation, and breach of 

pleted three months late at a cost of $2 million wer the estimated $5 million. Before your 
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cation pkgrams $test fi~i'ski'~ia& &I G,cbre ~ U T O W I ~ ~ P  i yr. ,- . - : ' . . . . . . .+ - 
2. What are the cent$ arguments against c&I&aWn, and how can certifying . . bodies chahge 

thelr programs to.&rcome thelr shortcamlngs? 

3. What are the bendits of certification? How can certlfitlon programs change in  the future 
to better serve t h ~  lleeds of Ute IT rxunmunity? 

2. Antlbribery Laws Force U.S. Cornpantcis to Ralse the Bar on Business Ethlcs 
In the ml&1970s, investigations by the U.S. Securities and Exchange CMmEesbn (SEC) revealed 
that more than 400 companies In the Unfted States had made Illegal Qr quedonabb payments 
to foreign sources. To clean up the United States' image overseas, Congress enacted the Mr- 
eign Campt Practices Ad (FCPA), which allows the U.S. Department of Jwtlce (W) and the 
SEC to pmwcute him and company personnel who bribe governments, politicians, or 
polka1 pertles abroad. Companies can be'fin@ up to $2 million and be barred from ddng busi- 
riess with the U S  governmt, receiving an expoit iicense,"~nd engaging h the. securities 
business. People can be Imprisoned for up to We years and flned twice the amount they hoped 
to receive as a result of the bribery. 

So, sxecuthtes of a large IT company today wouldn't dare bribe breign offldals, say, to obtain 
a large government contract. Of would they? 

In the wake of the Enron scandal, a Saudi Arablan telecommunications company called 
National Group for Comrnuniatlons and Computers filed e lawsuit in a New York District Court 
ageinst Lumt Tachnologieq dalmlng that the teiecommunIcations giant, along with the Swiss 
company ACEC, had bribed a former Saudi Arebian minister. The Wecommonbations minis*, 
Ali AlJohani, allegdy persuaded a government-controlled company to purchase Lucent and 
XEC equlpmsnt In return, company ofadals'purpoltedly gave cash gifts, paid medical and hotel 
bills, and made available prim Jets to Al-Johani behneen 1995 end 2002. ?te suit claims that 
these favors 9 wrth approximately $15 milllon. " " 

. . _ I .  . , ' -. 
An amended complaint later named former Lucent.CE0 Richard McGlnn and former chief 

protocol offleer, Robert W. Frye, as havlng approyed two checks tdtalhg mare than $2 million to a 
Seattle canoer center where AIJohani y s  being treflted. The tiomplaint also flngered the CEO 
of Lucent% spin-off compflny AT, Petman, ddming that he @rkd thechsdor to 

-2- , 
I .  

. ." +'l>thl:'c. 4%- 9:L.. -3s . .'%. . .. ths cancer center. ' .. . I . . . 3. ,: "< ,; : , &;"$,:4b;*.y -, - . 
3 . .  

'Fw' -. 
In response to these aaxlsations against its former h i g h e s t - r a n q w , !  

an internal audit in 23 of its overseas operations and reported potei@-Fwvlg 
D0.J and the SEC: In April 2004, Lucent made headlines again wh ' It- 
nese officiais, including President Jason Chi and Ch~ef Operating 01 _ 
spoke out to h e  press, denying w~ongdoing and accusing Lucent of * 
Chinese goverhment subsequently failed to prosecute the execut~vea 

f h  

I In China, where certain types of bribery are pervasive, thi~'Ol@ ,. *. 
.. the question arises: is the FCPA damaging the competitiveness ~ u . s .  ~kpa&~abf$@.by p q  ,: - 

venting them from securing '&a& that foreign mmpanles can $3- - # 
repercussion? Conqress certainly thouaht so in 1988, when it requestsdthat the'soearthre branch ,& . a  take mgasures to eisuri  that the united States' major trading pirtrfBWYe'& ahUb&t'y us. : $2 
similar to the FCPA. ',, 

... :-the - dcon&r ' i n i aw~  aip&dybgai.gjh ma. ~ a e x a m p ~  an meatiw 
pays i.Chin+-€it%rn~ @$al $lqOO b faditate ,approval pmcedum, the emcutiw has 

'act& legally e&rdlng to Chinese law. To andtute ctimlnal brlbeiy, the value of the bbrihe would 
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,.. want inforrnatlon when there isa reasonable suspicion that the user has violated either law 

-Iy. or University policies; (3) coworkers and supervisors may need to access accwnts, files, 
:' or communications used for University business when an employee becomes unavailable 

and (4) when required by law. All monitoring and inspection shall be subject to authoriza- 
tion, notification, and other requirements specified in the IT Management Policy. 

Though the University will attempt to prevent unauthorized access to pr i i te  files, it mn- 
not make any guarantees. Because the University is a public entity, Information in an elec 
ironic form may be subject to disclosure under the Ohlo Public Records Act just as paper - 
records are. Information also can be revealed by malfunctions of computer systems, by ma1 
clous actions of hackers, and by deliberate publication by individuals with legitimate access 
to the information. Users are urged to use cautlon In the storage of any sensitive 
information. 

4. Access 

Some portions of the virtual campus, such as public Web pages, are open to everyone. Otht 
portions are restricted In access to specifc groups of people. No one is permltted to ente 
restricted areas without authorization or to allow others to access areas for which they are 
not authorized. The ability to access a restricted area does not, by itself, constitute author 
zation to do so. 

. lndivldual accounts are for the use of the Individual only; no one may share individual 

;,, accounts with anyone else, Including members of h e  amxnt holdah family. Joint aors  
to resources when needed should be provided from separate accounts. 

. 
m 
::5. Securitv 

: All members of the University community must assist in maintaining the security of informc 
tion technology resources.This includes physical security, protecting information, andpre 
ventlng and detecting security breaches. Passwords are the keys to the virtual campus and 

' all users are responslble for the security of their passwords. Users must report all anempi 
to breach the securlty of computer systems or networks to an appropriate official. ' :. ' 

K6. Plagiarism and Copyright 

. Intellectual honesty is of vital importance in an academic communlty, You must not repre- 
; sent the work,of others as your own.You must respect the intellectual rights of others ant 

. . '. . . 
. . . . , .  
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C H A P T E R  3 
COMPUTER AND 
INTERNET CRIME 

171 view qf all the deudly corrlputer e?'ruses thut have berm spreading Irrtely, IVeekc~ci 
lprlate wouiri like to remind you: whmyotr link up  to another comptcttr, ~ w ' r e  iink- 
ins up  to ecery c o m p t ~ t n  that that computer has mer litlked tcp to. . ... . 1 . ..,: 

--Dennis 51iUe1; Saturday ~Viglrt Lice, U.S. television show . ' 
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V I G N E T T E  

Treatment of Sasser Worm Author Sends Wrong Message 
Unleashed in April 2004, the Sasser worm hit IT systems around the world hard and fast. Unlike most 

computer viruses before it, the Sasser worm didn't spread through e-mail, but moved undetected across 

the Internet from computer to computer. It exploited a weakness in Microsoft Windows XP and Windows 

2000 operating systems. By the first weekend in May, American Express, the Associated Press, the British 

Coast Guard, universities, and hospitals reported that the Sasser worm had swamped their systems. 

Computer troubles led Delta Airlines to cancel 40 flights and delay many others. 

Micmsoft quickly posted a $250,000 reward. and by mid-May. authorities apprehended Sven Jas- 

chen, a German teenager. Jaschen confessed and was convicted after a three-day trial. Jaschen could 

have received up to five years in prison, but because he was tried as a minor: the court suspended his 

21-month sentence, leaving him with only 30 hours of community service. 




