


At the same time, Altria enmurages emplqees to repfi violations of h e  code. Not olly can 

@mployees mroach the Human Resources Oepartrned and other depaments, they can call a2d-hour 

hwrit,, ~ ~ l ~ l j n e  mncerns anonymously.me helpline pmvides translation Services for mom 

than ianguagm. A1tfia.s parry states hat employees can be dMplin& and Wen tired for retaliating 
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against anyone who h a s  made a complaint in good faith. 

AItM mnducti annual audits to determine risk and review best pncfws. Compliane and inkgriw 

mwgers haw also met with more than 1% employees lo help shape the content of their code. which 

Nudes such gods as producing accurate records. protecting company assets, and deaing with 

customers honestly. Altria appears committed to implementing this mde. Yet one god+espondng 16 

society's expectation of Altria--may prove increasingk challenging to a company whose produd 

idude .carcinogen known to cause appmximate$87 iercent of all lung cancer deaths in the United 

you take to ensure { 
[creased the risk Of Using 

W H A T  I S  E T H I C S ?  

Each society forms a set of rules that establishes the boundaries of generally accepted 
behavior. These rules are often expressed in statements about how people should behave, 
and they fit together to form the moral code by which a society lives. Unfortunately, the 
different rules often have contradictions, and you can be uncertain about which rule to 
follow. For instance, if you witness a friend copy someone else's answers while taking an 
exam, you might be caught in a conflict between loyalty to your friend and the value of tell- 
ing the truth. Sometimes, the N ~ S  do not seem to cover new situations, and you must 
determine how to apply the existing rules or develop new ones. Sou may strongly suppon 
personal privacy, but in a time when employers track employee e-mail and Internet usage, 
what rules do you thinkare acceptable togovern the appropriate use of company resources? 

The term morality refers tosocial conventions about tight and wrong that are so widely 
shared that they become the basis for an established consensus. However,.one's view of 
what is moral may vary by age, cultural group, ethnic background, religion, and gender. 
There is widespread agreement on the immorality of murder, theft, and arson, hut other 
behaviors that are accepted in one culture might be unacceptable in another. For example, 
in the United St:rtes it is perfectly acceptable to place one's elderly parents in a managed 
care facility in their declining years. In most Middle Eastern countries. hucve\.rr, elderly 
parents would never be placed in such a facility; they remain at home nnd are ctred for by 
other family members. 

Another example concerns attitudes toward the illegal copyjng of software (piracy), 
which range from strong opposition to acceptance as a smndord appro;~ch to business. In 
2003,36 percent of all software in circulation worldwide was pirated, a t  a cost of S29 bil- 
lion to softaare vendors. The highest piracy rntes were in Vietnam and  chin;^. where 92 per- 
cent of the software was pirated. In the United States, the piracy rate was 22 percent? 

Even within the same society, people can have strong disagreements over imporunt 
moral issues--in the United States, for example, issues such as abortion, the death pen- . 
alty, and gun control are continuously debated, and both sides feel their :~rgun~ents are on 
solid moral ground. 

Definition of Ethics 
Ethics is a set of beliefs about right and wrong behavior. Ethical behavior conforms to 
generally accepted social norms, many of which are almost universal. However, although 
nearly everyone would agree that lying and cheating are unethical, what constitutes ethi- 
cal behavior on many other issues is a matter of opinion. For example, most people would 
not steal an umbrella from someone's home, but a person who finds an umbrella in a the- 
ater might be tempted to keep it. A person's opinion of what represents ethical behav- 
ior is strongly influenced by a combination of family influences, life experiences, education, 
religious beliefs, personal values, and peer influences. 

As children grow, they learn complicated tasks--walking, riding a bike, writing the 
alphabet-that they perform out of habit for the rest of their lives. People also develop hab- 
Its that make it easier to choose between what society considers good or bad. Virtues are 
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habits hat incline people to do what is acceptabk, and vices are habits Of 

behavior. Fairness, generosity, honesty, and loyalty are examples Of vinues, while 
I N  T H E  B U S I N E S S  W O R L D  

' greed, envy, and anger are considered vices. People's virtues and vices heb define their Risk is the product of multiplying the likelihood of an event by the impact of 
value system, the complex scheme of moral Values by which live- 

The lrnportance of Integrity 
Your moral are statements of what you believe to be rules of right conduct. As 

a you may have been taught not to lie, cheat, Or steal or have anythi@ to do those 

who do. an adult who makes more complex decisions, You often reflect On your prln- 

ciples ,vhen you consider what do in different situations: 1s it okay to lie to protect some- 

feeline? can you keep the extra 810 you received when the ashier mistook your 

810 bill for a 820 bill? should you intervene with a Coworker who seems to have an 'Ico- 
hol or chemical dependency problem? Is it okay to W e e r a t e  your work experience On 

a can you cut some wmers on a project to meet a tight deadline? 

A who acts with integrity acts in accordance with a personal code Of 

principlesintegrity is one the cornerstones of ethical behavior. One approach 

ing with integrity is extend to d l  people the same respect and consideration that you 

desire Unfortunately, this consistency can be difficult to achieve, Particularly when you 
are in a situation that conflicts with your moral standards. For example, You might believe 
it is important to do as your employer requests and that you should be fairly cornpen- 
snted for your work. However, if your emplorer insists that YOU not report recent Over- 

time hours due to budget constraints, a moral conflict arises. You can do as your 
employer requests or you can insist on being fairly compensated, but You cannot do both. 
In this situation, you may be forced to compromise one of Your Pfinciples and act with an 

apparent lack of integrity. 
~~~~h~~ form of inconsistency emerges if you apply moral standards 

ing to the or the people involved. To be consistent and act with integrity* you 

apply the same standards in all situations. For example, You might consider it mar- 

ally acceptable to tell a "little white lie" to spare a friend some Pain Or embarrassment* but 
would you lie to a work colleague or customer about a business issue to avoid 
unpleosnntness? Clearly, many ethical dilemmas are not about fight versus mong but 

involve choices between right versus right. For example, it is right to Protect the 
wildlife from being spoiled, and it is right to find new sources of oil to maintain ! 

reserves, but how do you balance these two concerns? 

occurrence. if the likelihood of an event is high and its potential negative lmpac 
large* the risk is considered great. Ethics has risen to the top of business agendas becau 
the risks associated with inappropriate behavior have increased, both in their likelihood 
their potential negative impact 

trends have increased the likelihood of unethical behavior. F~~~ 
greater globalization has created a much more complex work environment that spa 
diverse societies and cultures, making it much more difficult to apply principles and 
'Odes 

Of ethics consistently. For example, numerous U.S. companies have garnered 
publicity for moving operations to third-world countries where employees work il 

conditions that would not be acceptable in most developed parts of the world. 
shareholders, and regulatory agencies are increasingly to violi 

standards, failures to disclose substantial ,,hanges in business con, 
to nonconf~nnanCe with required health and safety practices, and 

production of unsafe or substandard products. Such heightened vigilance raises the risk 
loss for businesses that do not foster ethical practices or ,.,,n afoul of required 

standards. For example, Enron's accounting practices hid he red value of the firm, and 
late 2W1 the energy company was forced to file for bankmptcy. ~h~ case was notorious 
but many Other recent scandals have occurred in IT companies in spite of safeguards th, 
were enacted as a result of the Enron debacle: 

The Securities and Exchange Commission (SEC) filed baud charges 
against WorldCom in June 2002 for inflating its earnings by g l l  billion. ~h~ 
stock peaked at 86.1.50 in June 1999 and dropped to less than 81 per shan 
three years later. WorldCom eventually became the largest bankmptcy in U.S. 

after Chairman Bernard Ebbers resigned and the fraud wa 
(It since has emerged from bankruptcy under the name MCI to 

become the object of an acquisition war between and verizon corn- 
municatlons, which Verizon eventunlly won.) undeer a judgment released in May 2003 by a U.S. Disrrict Court in New York, MCI was required to pay a civi 
penalty a1 51 billion to defrauded shareholders and bondholders, althou& 
the amount Was reduced to 8500 million under terms of a bankmptcy 

Ebbem was convicted in hlarch 2005 of helping to orchestrate the 
The remainder of h i s  chapter provides an introduction to ethics in the business massive accounting fraud.' In addition, 10 membem of the worldcom board 

It discusses the imporranee of ethics in business, outlines what businesses can do to Of directors avoided trial by agreeing to pay a total ofg18 million on top of the 
improve their ethics, points out that good ethics is not always good business, provides advice $250 million they lost when the stock collapsed.7 
for creating an ethical work environment, and suggests a mode1 for ethical decision Qwest communications International Inc., the primary locd phone provider in 
making. The chapter concludes with a discussion of ethics it relates to information tech- l4 states, had been under investigation by the SEC since 2002. on the 
nology (IT) and provides a brief overview of the remainder of the text. same day that Ebbem was convicted, the SEC charged former Q~~~~ CEO ~~~~~h 

Nacchio and six other execut1ve.s with orchestrating massive finmcid bud frorn 
1999 to March 2002. In 2000, the company allegedly misstated that 83 
from a one-time sale was a recurring revenue in order to ensure a merger 

with US Wests Qwest executives allegedly reaped tens of millions of dollars in 
Profit while hiding the scheme Erom investors and he public,s 



In 2004, Adelphia Communications Gorp. founder John Rigas and his son 
Timothy were convicted in federal court on charges of conspiracy, bank fraud, 
and securities fraud. They were charged with hiding 82.3 billion in debt at the 
cable company, deceiving investors, and stealing company cash to line their 
own pockets. Although most of the fraud took the form of hidden debt, the vial 
provided examples of excessive extravagance that has marked other white- 
collar trials. The prosecutor alleged that Rigas ordered 17 company cars and 
the company purchase of 3600 acres of timberland for 826 million to pre- 
serve the pristine view outside his Couderspon 
Several former Computer Associates (CA) executives pleaded guilty to civil and 
criminal fraud and obstruction of justice for systematically recording sales rev- 
enue before contracts were finalized, inflating CA's financial results by about 
82.2 billion during 2000 and 2001. The scandal eventually led to the resig- 
nation of Sanjay Kumnr, the company's CEO, in April 2004." In May 2005, the 
company said that a continuing review of its accounting practices turned up 
more improperly recorded transactions from 1998 through 2001. This required 
CA to restate its financial reports again, reducing revenue in prior periods by 
UD to $110 million in aggregate." (For more on the CA scandal, see the ' 

Cases section at the end of the chapter.) 

These cases have led to an increased focus on business ethics. Read the following Legal 
Overview to find out more about one attempt by the U.S. Congress to improve business ethics. 
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why Fostering Good Business Ethics Is Important 
@vorntions have at least five reasons for promoting a work environment in which they 
encourage employees to act ethically when making business decisions: 

1, To gain the goodwill of the community 
2. TO create an organization that operates consistently 
3. To produce good business 
4 TO pmtect the organization and its employees from l e d  action 
5.  TO avoid unfavorable publicity 

Gaining the Goodwill of the Communiv 
athough organizations exist primarily to earn profits or provide sewices to customers, they 

have some basic responsibilitia to society. Many corporations ~co$ l i ze  these reapon- 
~ i b i l i t i ~ ~  and make a seriou. effort to fulfiu them. Often, they declare these res~onsivdi- 
ties in a formal sutement of their companyh p-ciples or beliefs. Their aacidy responsible 

include making contributions to charitable or~anizations and nonprofit institu- 

mns, benefits for employees in excess of any W requirements, and choosing. 
economic opportunities that mi&t be more socially desirable than profitable- 

q-he g m d d l  that smially responsible actidties create can make i t  easier for Corpora- 
tions to conduct their business. For example, a company k n o w  for treating its 
ees well will find it easier to compete for thebest job candidates. On the other hand. 
companies viewed h a d h l  to their community may s$er a disadvan~ge. For 

example, a corporation that pollutes the air and water (see Figure 1-1) may findthtadverse 
nublicitv reduces sales, impedes relationships with some busines P a m e n  and attracts r -  . 
unwanted government attention. 

Phi! 

Creating an Organization That Operates Consistentlv 
3 

Organizations develop and abide by values to create a consistent approach that meets the 
needs of their stakeholders-shareholder~, employees, customers, suppliers, and the 
community. They need to emphasize workplace issues that affect their corporate strengths, 
weaknesses, opportunities, and threats. Although each company's value system is differ- 
ent, many share the following values: 

Operate with honesty and integrity. staying true to corporate principles. 
Operate according to standards of ethical conduct, in words and action. 
Treat colleagues, customers, and consumers with respect. 
Strive to be the best at what matters most to the company. 
Accept personal responsibility for actions ..". 
Value diversity. 
Make decisions based on facts and principles. 

Good Ethics Can Mean Good Business 
In many cases, good ethics can mean good business and improved profits. Companies that 
produce safe and effective products avoid costly recalls and lawsuits. Companies that pro- 
vide excellent service maintain their customers instead of losing them to competitprs. 
Companies that develop and maintain strong employee relations suffer less turnover and 
enjoy better employee morale. Suppliers and other business partners often prefer to work 
with companies that operate in a fair and ethical manner. 

Likewise, bad ethics can lead to bad business results. For example, many employees 
can develop negative attitudes if they perceive a difference between their own values and the 
values stated or implied by an organization's actions. In such environments, employees 
often act to defend themselves against anticipated punishment or retaliate against poor 
treatment. A bad ethical environment destroys employee commitment to organiza- 
tional goals and objectives, creates low morale, fosters poor performance, erodes employee 
involvement in corporate improvement initiatives, and builds indifference to the organi- 
zation's needs. 

Protecting the Corporation and Its Employees from Leeal Actions - 
In 1991, the U.S. Justice Deportment published sentencing guidelines that suggested more 
lenient treatment for convicted executives if their companies had ethics programs. Fines 
for criminal violations can be lowered by up to 80 percent if the organization has imple- 
mented an ethics management program and cooperates with authorities. These mea- 
sures are covered in Chapter Eight of the Federal Sentencing Guidelines for 
Organizations. '" 

The following list briefly describes the key features an organization must implement 
to show it has an effective program of compliance and ethics. 

Identify its core beliefs, which need to include a commitment to complying 
with the letter and spirit of the law and ethical conduct. 
Understand the strengths and weaknesses of its culture and organizational 
capacities. 
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Scan its business environment, presumably on an enterprise-wide basis, to 
determine what pressures the organization faces, especially the risk of crimi- 
nal conduct and violating other applicable laws, and more broadly, to gather 
benchmarking data to compare to industv standards and best practices. 
Determine, relative to its goals and objectives and baseline data of its prior per- 
formance, what outcomes should be expected of the program. 
Identify targets and measurable indicators of expected program outcomes. 
Design, implement, and enforce a program that will "exercise due diligence to 
prevent, detect, and report criminal conduct and o t h e n i x  p m m t e  an or@- 
nizational culture that encourages ethical conduct and a commitment to 
compliance with all applicable law." 
Rekularly evaluate its program to determine -A 

if it is effective, and capture what - -  . 
the organization learns along the way.'" 

Avoiding Unfavorable Publicity 
The public reputation of a company strongly influences the value of its stock, how consum- 
e n  regard its products and services, the degree of oversight it receives from government 
agencies, and the amount of support and cooperation it receives from business pafinem. 
Thus, some companies are motivated to build a strong ethics program to avoid negative 
publicity. If an organization is perceived as operating ethically, customers, busineu pa"- 
ners, shareholders, consumer advocates, financial institutions, and regulatov bodies will 
regard it more favorably. 

Companies that operate unethicdy often suffer negative bonswences and bad pvb l i c i~  
A recent example involves the Federal National Mo.(ongage Maciation (Eumie Mae), which 
helps low-income and middle-income Americw finance home mongoger. The Office of Fed- 
eral Housing Enterprise Oversight (OFHEO) b e e n  investignting Fannie Mae in tkptemkr 
2004 and found serious amounting problems, including earnings manipulation and W r  inter- 
nal controls. The SEC ordered Fannie Mae in December 2004 to restate its earning back to 
2001, a correction estimated at g9 billion. In Febmary 2005, the OFHIEO wpofied additional 
problems with accounting for securities and loans and improper pmctices to spwad the 
impact of income and expenses over time. As a result, several Fannie Mae executivcr were 
f o m d  out by the board of directors and changes were made in its staff of 1400 information 
systems and services workera" Fannie Mae stock droppd below a58 p r  share on the Feu 
Yo& Stock Exchange (NYSE) by March 2005, their lowest level in more than four yearn and 30 
percent below a high of nearly 880 in March 2 ~ . ~ '  

Improving Corporate Ethics 
The f i s h  of unethical behavior are increasing, SO the improvement of busineu ethics is 
bfcoming more important. The BUowing sections explain some of the actions corpon- 
tions can take to improve business ethics. 

Appointing a Corporate Ethics Officer 
Corporate ethics can be broadly defined to include ethical conduct, legal compliance, and 
c o w r a t e  social responsibility. The primary lvnctions of a mrpomte ethics policy include 
setting standards, building awareness, and handling internal repon+asks that are either 

not consolidated or handled well in many organizations. As a result, many organizations 
pull these functions together under a corporate officer to ensure that they receive suffi- 
cient emphasis and cohesive treatment. I 

. . 
The corporate ethic9 officer is a senior-level manager who provides vision and direc- 

tion in the area of business conduct. Ethics officels come fmm diverse backgrounds such 
as legal staff, human resources. finance, auditing, security, or line operations." Their role 
includes "integrating their organization's ethics and values initiatives, compliance acaui- 
ties, and business conduct practices into the decision-making processes at all levels of the 
organization."" Typically, the ethics officer tries to establish an environment that encour- 
ages ethical decision making through the actions described in this chapter. Specific respn-  
sibilities include "complete oversight of the ethics function, collecting and malyzing data, 
developing and interpreting ethics policy. developing and administering ethics educa- 
tion and training, and overseeing ethics in~estigations."'~ 

The presence of a corporate ethics officer has become increasingly common. There is 
even a professional association, the Ethics Officer Association (EOA), for man@en of eth- 
ics. compliance, and business conduct programs. "The EOA provides ethics officers with 
training and a variety of conferences and meeting for exchanging best practices in a frank, 
candid manner.*'f' As of Mamh 2005, there \\,ere more than 7W EOA member compa- 
nies, including the well-known IT companies shown in the foUo\\ing list. 

Adelphia Communications Group 

AOL n m e  Ubmer 

ATikT 

BI\E Systems 

British Telecom 

Cinguhr Wireless 

Computer Associates, International 

Dell Computer 

Hewlett-Packnrd 

Intel 

bICI 

hlicnwoft ' 

Omcle 

QUALCOhlhl 

Qwest 

Sprint 

Sun Microsystems 

Texas Instruments 
. -. - L ; l  

However. simply naming n corporate ethics officer does not nutomatically improve 
ethics; h a d  vork and effort are required to establish and pmvide ongoiq support for an 
organizational ethics program. 

Ethical Standards Set by Board of Directors 
. . 

The board of directors is responsible for the careful and responsible management of an 
OrMization. In a for-profit corporation. the board's primaty objective is to oversee the orga- 
nization's business activities and management for the benefit of all stakeholders, includ- 
ing shamholders, customers. suppliers, and the community. In a nonprofit corporation, L e  
board repons to a different set of stakeholders, panicuhrly the local communities that the 
n~nprofi t serves. 
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The board fulfills some of its responsibilities directly and assigns others to various a committees. The board is not normally responsible for day-to-day management and 
op&ations; these responsibilities are dele@ted to the organization's management team. 
However, the board is responsible for supervising the management team. 

Erectors of the company are expected to conduct themselvs according to the highest 
standards of personal and p m f e s i o d  intcyiw Directon are also e x w t e d  to set the stan- 
d& for company-wide ethical conduct and ensure complianoo with laus and reguhions. 

As you learned earlier in this chapter, the pvsage of Sarbanes-Oxley led to si@ifi- 
a n t  reforms in the content and preparation of disclosur~ documenr. by public companies. 
Section 406 of the act requires public companies to disclose whether the?, have codes of 
ethics and to disclose any waivers of those codes for certain members of senior 
mmagemenc. The SEC also approved significant reforms by the NYSE and NASDAQ that. 
among other things, require companies listed on these exchanges to hare codes of ethics 
chat apply to all employees, senior management, and directors. 

Establishing a Corporate Code of Ethics 
a code of hi&lights an organization's key ethical issues and identifies the overarch-< 

ing vdues and principles that are impomnt to the organization and its decision making. 
The code frequently includes a set of formal, written statemens about the pumose of the 
organization, its values, and the principles that guide its employees' actions. An organiza- 
tion's code of ethics applies to its directon, officers, and employees. The code of ethics 
should focus employees on areas of ethical risk relating to their role in the organiution. 
provide guidance to help them recognize and deal with ethical issues. and provide mecha- 
nisms for reporting unethical conduct and fostering a culture of honesty and accountabil- 
ity in an organization. The code of ethics helps ensure that employees abide by the lav. 
follow necessary regulations, and behave in an ethical manner. 

A d e  of ethics cannot gain company-wide acceptance unless it is developed with 
employee participation and fully endorsed by the organization's kaderrhlp. It must also be 
easily accessible by employees, shareholders, business panners. and the pubhc. The code 
of ethics must continually be applied to a company's decision making and emphmized 
la an important pan of its culture. Breaches in the code of ethics must be identified and 
treated appropriately so that its relevance is not undermined. 

Establishing a code of ethics is an imponant step for any company, and a growing num- 
ber have done so. Figure 1-2 shows that almost 80 pemeent of surveyed companies have 
developed a code of e~hics  and are very satisfied with it. 

? Tool usage Overall satisfaction 

Sourrr: Ragby. D-ll. "Ma~gemenlTools." ~ u v . ~ - ~ ~ - ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~  

gm&2. Mwh 17.2005. 

FIGURE 1-2 Corporate satisfaction with their codes ot ethics 

In March 2005, B u s i m s  Ethics magazine rated U.8-besq publicly held comprnies 
using a statistical analysis of corporate service to seven stakeholder gmup-mployeer, 
customers, community, minorities and women, shareholders, the environment, and non- 
U.S. stakeholders. The top IT company, based on performance between 2000 m d  2W4, w u  
Intel Corporation. the world's largest computer chip maker. IntelL code of ethics is sum- 
marized in the following paragraph. 

A more detailed version of Intel's code of ethics is spelled out in a 22-page document 
that offers employees guidelines designed to deter wro@doiq promow honest and ethi- 
cB' conduct, and comply with applicable laws and regulations. Intel's code of ethics dm 
expresses its policies regarding the environment, health and safety, diversity, nondls- 
crimination, supplier expectations, privacy, and.business continuity. 

Conducting Social Audits 
*n increasing number of companies conduct social audits of their policies and practicer. 
1' a aoci.l audit, companies identify ethical lapses they committed in the past and set &mc- 
~ v e s  for avoiding similar missteps in the furun. For example, each y e r  Intel xb m i d  

Chapter 1 



responsibility goals and tracks results against those goals. Intel's annual report on its socia 
responsibility efforts shares the information with employees, shareholders, investors, ana- 
lysts, customers, suppliers, government officials, and the communities in which Intel 
operates. Here are a few highlights from its 2003 report: 

Intel contributed more than 8100 million in cash gifts worldwide. 
Global waste recycling teams exceeded their goals by recycling more than 66 
percent of chemical waste and 74 percent of solid waste worldwide. These 
t o d s  represented 40,000 tons of materials recycled. 
Intel has trained more than 1.5 million teachers in 33 countries to use tech- 
nology effectively and improve student learning. 
Intel remained at world-class levels of health and safety performance.28 

Requiring Employees to Take Ethics Training 

The ancient Greek philosophers believed that personal convictions about right and wrong 
behavior could be improved through education. Today, most psychologists agree with them. 
Lawrence Kohlberg, the late Harvard psychologist, found that many factors stimulate a per- 
son's m o d  development, but one of the most crucial is education. Other researchers have 
repeatedly supported these findings-people can continue their moral development through 
further education that involves critical thinking and examining contemporary issues. 

Thus, a company's code of ethics must be promoted and continually communicated 
within the organization, from cop to bottom. Organizations should show employees 
examples of how to apply the code of ethics in real life. One approach is through a com- 
prehensive ethics education program that encour@es employees to act responsibly and 
ethically. Such programs are often   resented in small workshop formats in which employ- 
ees apply the organization's code of ethics to hypothetical but realistic case studies. For 
example, Procter & Gamble requires all its employees to take a workshop on the topic of 
principle-based decision making, based on principles in the corporate code of ethics. Work- 
shop participants must decide how to best respond to real-life ethical problems, such as 
giving honest and constructive feedback to an employee who is not meeting expectations. 
Employees are also given examples of recent company decisions made using principle- 
based decision making. Not only do these courses make employees more aware of a com- 
pany's code of ethics and how to apply it, the courses demonstrate that the company 
intends to operate in an ethical manner. The existence of formal training programs can also 
reduce a company's liability in the event of legal action. 

Including Ethical Criteria in Employee Appraisals 

Employees are increasingly evaluated on their demonstration of qualities and characteris- 
tics that are stated in the corporate code of ethics. For example, many companies base a 
portion of their employee performance evaluations on treating others fairly and with 
respect, operating effectively in a multicultural environment, accepting personal accdunt- 
ability to meet business needs, continually developing themselves and others, and operat- 
ing openly and honestly with suppliers, customers, and other employees. These factors are 
considered along with more traditional criteria used in performame apppmisafs, such as an 
employee's overall contribution to moving the business ahead, successful completion of 
projects, and maintenance of good customer relations. 
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When Good Ethics Result in Short-Term Losses 
Operating ethically does not always guarantee business success. Many organizations that 
operate outside the United States have found that the "business as usual" climate in some 
foreign countries can place them at a significant competitive disadvantage. 

For example, a major global telecommunications company faced significant competitive 
disadvantages by consistently applying its corporate values to its South American business. 
Although the organization's code of ethics prohibited the practice of financially "intluenc- 
ing" decision maken on project bids, its competition did not play by the same rules. As a result, 
the company lost many projects and millions of dollars in revenues. Senior management 
argued in favor of integrity and the consistent application of corporate ethics, reasoning that 
situational ethics was wrong and that the practice couId be hard to stop once it was starced. 
Their hope was that good ethics would prove to be good business in the long term. 

Creating an Ethical Work Environment 
Most employees want to perform their jobs successfully and ethically, but good employees 
sometimes make bad ethical choices. Employees in highly competitive workplaces often 
feel pressures from aggressive competitors, cutthroat suppliers, unrealistic budgets, mini- 
mum quotas, tight deadlines, and bonus incentives for meeting performance goals. 
Employees may also be encouraged to do "whatever it takes" to get the job done. Such envi- 
ronments can make some employees feel pressure to engage in unethical conducc' to meet 
management's expectations, especially if there are no corporate codes of conduct and no 
strong examples of senior management practicing ethical behavior. Table 1-1 shows how 
management's behavior can result in unethical employee behavior, and Table 1-2 pro- 
vides a manager's checklist for establishing an ethical workplace; to each question in the lat- 
ter table, the preferred answer is yes. 

Employees must have a knowledgeable and potent resource with whom they can dis- 
cuss perceived unethical practices. For example, Intel expects employees to report sus- 
pected violations of its code of ethics to a manager, the Legal or Internal Audit Departments, 
or a business unit's legal counsel. Employees may also report violations anonymously 
through an internal Web site dedicated to ethics. Senior management at Intel has made it 
clear that any employee can report suspected violations of corporate business principles 
without fear of reprisal or retaliation. 

TABLE 1-1 How management can affect employees' ethical behavior 

I Managerial behavior that can encourage unethical Possible employee reaction behavior 
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behavior 

T*-- = 4.4 U- msnanernent can affect employees' ethical behavior (continued) . I 
TABLE 1-2 Manager's checklist b r  establishing an ethical work environment I 
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Ethical Decision Making 
Often in business, the ethically correct course d action is clear and easy to follow. 
Exceptions occur, however, when ethical considerations come into conflict with the prac- 

I 
tical demands of business. Dealing with these situations is challenging and can even be 
risky to one's career. How, exactly, should you think through an ethical issue? What ques- 
tions should you ask, and what factors should you consider? This section lays out a seven- 
step approach that can help guide your ethical decision making; however, the process is 
not a simple, linear activity. Keep in mind that information you gain or a decision you make 
in one step may cause you to go back and revisit previous steps. 

The seven steps are summarized in the following list and explained in the following 
sections: 

Get the facts. 
Identify stakeholders and their positions. 
Consider the consequences of your decision. 
Weigh various guidelines and principles. 
Develop and evaluate options. 
Review your decision. 
Evaluate the results of your decision. 

Getting the Facts 
Innocent situations can often become unnecessary controversies because no one bbthers 
to check the facts. For example, you might see your boss receive what appears to be an 
employment application from a job applicant and then throw the application in the trash 1 
after the applicant leaves. This would violate your company's policy to treat each appli- 
cant with respect and to maintain a record of all applications for one year. You could report 
your boss for failure to follow the policy or you could take a moment to speak directly to 
your boss. You might be pleasantly surprised to find out that the situation was not as it 
appeared. Perhaps the "applicant" was actually a salesperson promoting a product for 
which your company had no use, and the "application" was marketing literature. 

Identifying the stakeholders and Their Positions 

A stakeholder is someone who stands togain or lose from how a situation is resolved. Stake- 
holders often include others besides people who are directly involved in an issue. Identi- 
fying the stakeholders helps you better understand the impact of your decision and could 
help you make a better decision. Unfortunately, it may also cause you to lose sleep from 
wondering how you may affect the lives of others. You may recognize the need to involve 
stakeholders in the decision and thus gain their support for the recommended course of 
action. What is at stake for each stakeholder? What does each stakeholder value, and what 
outcome does the stakeholder want? Do some stakeholders have a greater stake because 
they have special needs or because the company has special obligations to them? To what 
degree should they be involved in the decision? 

Chapter 1 
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Considering the ~ o n s k u e n c e s  of Your Decision 

you can view the consequences of a decision ban w e d  perspectives. Often, your decision 
directly affects you, although you must guard against thinking too narrowly and focusins on 
what is best for you. Another perspective is to consider the harmful and beneficial effects your 
decision might have on the stakeholders. A third perspective is to ask whether your decision will 
help the organization meet its goals and objectives. F i y ,  you should consider the deci- 
sion's impact on the broader community of other organizations and institutions, the public, and 
the environment. As you view problems and proposed solutions from each of these perspec- 
tives, you may gain additional insights that affect your decision. 

Weighing Various Guidelines and Principles 

Do any laws apply to your decision? You certainly don't want to violate a law that can lead 
to a fine or imprisonment for yourself or others. If the decision does not have legal impli- 
cations, what corporate policies or guidelines apply? What guidance does the corporate 
code of ethics offer? Will any of your personal principles affect your decision? 

Philosophers have developed many approaches to deal with moral issues. Four of the 
most common approaches, which are summarized in Table 1-3 and discussed later in this 
section, provide a framework for decision makers to reflect on the acceptability of their a 

actions and evaluate moral judgments. People must find the appropriate balance between 
all applicable laws, corporate principles, and moral guidelines to help them make decisions. 
(For a more in-depth discussion of ethics and moral codes, see Appendix A.) 

TABLE 1-3 Philosophical lhkries for ethical decision making ': 
I 

Virtue e t h i i  approach. Virtue ethics focuses on how you should behave and think about 

relationships if you are concerned with your daily life in a community. It does not define 
a formula for ethical decision making, but suggests that when faced with a complex ethi- 
cal dilemma, people either do what they are most comfortable doing or what they think a 
person they admire would do. The assumption is that people are guided by their virtues to 
reach the "right" decision. A proponent of virtue ethics believes that a disposition to do the 
right thing is more effective than following a set of principles and rules and that people 
should perform moral acts out of habit, not introspection. 

Virtue ethics can be applied to the business world by equating the virtues of a good busi- 
nessperson with those of agood person. However, businesspeople face situations that are 
peculiar to business, so they may need to tailor their ethics accordingly. For example, hon- 
esty and openness when dealing with others is generally considered virtuous; however, a 
corporate purchasing manager who negotiates a multimillion dollar deal might need to be 
vague in discussions with competing suppliers. 

A problem with the virtue ethics approach is that it doesn't provide much of a guide 
for action. The definition of virtue cannot be worked out objectively; it depends on the 
circumstances--you work it out as you go. For example, bravery is agreat virtue in many 
circumstances, but in others it may be foolish. The right thing to do in a situation depends 
on which culture you're in and what the cultural norm dictates. 

Utilitarian approach. This approach to ethical decision making states that you should 
choose the action or policy that has the best overall consequences for all people who are 
directly or indirectly alfected. The goal is to find the single greatest good by balancing 
the interests of all affected parties. 

Utilitarianism fits easily with the concept of value in economics and the use of cost- 
benefit analysis in business. Business managers, legislators, and scientists weigh the ben- 
efits and harm of policies when deciding whether to invest resources in building a new 
plant in a foreign country, to enact a new law, or to approve a new prescription drug, 
respectively. 

A complication of this approach is that measuring and comparing the values of cer- 
tain benefits and costs is often difficult, if not impossible. How do you assign a value to 
human life or to a pristine.wiidlife environment? It  can also be difficult to predict the full 
benefits and harm that result from a decision. 

Fairness approach. This approach focuses on how fairly actions and policies distribute 
benefits and burdens among people affected by the decision. The guiding principle of this 
approach is to treat all people the same. However, decisions made with chis approach can 
be influenced by personal biases toward a particular group, and the decision makers may 
not even realize their bias. If the intended goal of an action or policy is to provide ben- 
efits to a target group, other affected groups may consider the decision unfair. 

Common good approach. This approach to decision making is based on a vision of soci- 
ety as a community whose members work together to achieve a common set of values and 
goals. Decisions and policies that use this approach attempt to implement social systems, 
institutions, and environments that everyone depends on and that benefit all people. 
Examples include an effective education system, a safe and efficient transportation sys- 
tem, and accessible and affordable health care. 

As with the other approaches to ethical decision making, there are complications. 
People clearly hare different ideas about what constitutes the common good, which makes 
consensus difficult. In addition, maintaining the common good often requires some groups 
to bear greater costs than others--for instance, homeowners pay property taxes to sup- 
port public schools, but apartment dwellers do not. 



Developing and Evaluating Options 
In many cases, you can identify several answers to a complex ethical question. By listing 
the key principles that apply to the decision, you can usually focus on the two or three best 
options. What benefits and harm will each course of action produce, and which alterna- 
,tive will lead to the best overall consequences? The option you choose should be ethi- 
cally defensible and should meet the legitimate needs of economic performance and the 
company's legal obligations. 

Reviewing Your Decision 

Is the decision consistent with your personal values as well as those of the organization? 
How would coworkers, stakeholders, business partners, friends, and family regard your deci- 
sion if they knew the facts of the situation and the basis for your decision? Would they see 
it as right, fair, and good? If you belonged to any of the other stakeholder groups, would 
you be able to accept the decision as fair? 

Evaluating the Results of Your Decision 
After the organization implements the decision, monitor the results to see if it achieved the 
desired effect and observe its impact on employees and other affected parties. This evalu-. 
ation will allow you to adjust and improve the process for future decisions. 

E T H I C S  I N  I N F O R M A T I O N  T E C H N O L O G Y  

The growth of the Internet, the ability to capture and store vast amounts of personal data 
online, and greater reliance on informarion systems in all aspects of life have increased 
the risk of using information technology unethically. In the midst of the many IT break- 
throughs in recent years, the importance of ethics and human values has been 
underemphasized-with a range of consequences. Here are some examples that raise pub- 
lic concern about the ethical use of information technology: 

Today's workers might have their e-mail and Internet access monitored while 
at work, as employers s t r u u e  to balance their need to manage important com- 
piny assets and work time with employees' desire for privacy and self- . . 

direction. 
Millions of people have used peer-to-peer networks to download music and 
movies a t  no charge and in apparent violation of copyright laws. 
Or@nizations contact millions of people worldwide through unsolicited e-mail - 
(spam) at an extremely low cost. 
Hackers break into databases of financial institutions and steal customer infor- 
mation, then use it to commit identity theft, opening new accounts and charg- 
ing purchases to unsuspecting victims. 
Students around the world have been caught downloading material from the 
Internet and plagiarizing content for their term papers. 
Web sites plant cookies or spyware on visitors' hard drives to track their Inter- 
net activity. 

Chapter 1 

This book is based on two fundamental tenets. First, the general public has not real- 
ized the critical importance of ethics as they apply to IT; too much emphasis has been 
placed on the technical issues. However, unlike most conventional tools, IT has a pro- 
found effect on society. IT professionals need to recognize this fact when they formulate 
policies that will affect the well-being of millions of consumers and have legal 
ramifications. 

Second, in the corporate world, important technical decisions are often left to the tech- 
nical experts. General business managers must assume greater responsibility for these 
decisions, but to do so they must be able to make broad-minded, objective, ethical deci- 
sions based on technical sawy, business know-how, and a sense of ethics. They must also 
try to create a working environment in which ethical dilemmas can be discussed openly, 
objectively, and constructively. 

Thus, the goals of this text are to educate people about the tremendous impact of ethi- 
cal issues in the successful and secure use of information technologv; to motivate people 
to recognize these issues when making business decisions; and to provide tooli, approaches, 
and useful insights for making ethical decisions. 

An Overview of This Text 
The remaining chapters in this book cover a range of topics that relate to echics in  infor- 
mation technology: 

Chapter 2 discusses how ethics is important to IT professionals and IT users. 
Chapter 3 addresses computer crime, an area of growing concern to net- 
worked IT users. 
Chapter 4 covers the important Issues of personal data privacy and employee 
monitoring. 
Chapter 5 deals with the ethical issues raised by Internet communications and 
freedom of expression. 
Chapter 6 covers the protection of intellectual property rights through pat- 
ents, copyrights, and trade secrets. 
Chapter 7 addresses ethical issues raised by the software development process. 
Chapter 8 covers the use of nontraditional employees, the ethical dilemmas 
it can cause, and the implications of whistle-blowing. 
Chapter 9 addresses the impact of IT on society. 



highlights an organization's key ethical issues and identifies the 

5. What approach can you take to ensure ethical decision making? 

may be required. 
6. What trends have increased the risk of using information technology unethically? 

The growth of the Internet, the ability to capture and Store vast €U-nounts of ~emonal data 
online, and greater reliance on information systems in ail aspects of lii have increased the . 

Identify specific actions that corporations can take to improve business ethics. 

Self-Assessment Questions .. What is the purpose of a corporate code of ethics? 
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L-5. '' This ch&tir discusses four appmciihs - ' summarize each one. Do you belieye one 
, . . - why not? 

- 6. Is It m i b l e  for an employee to be successful in the ~ o r k p k  without acting ethically? 
7. What are the key elements of an e k i w  corporate fthics training program? 

' 

#. - 8. Identify and briefly discuss a recent example that illu trates the negative Impact of using IT 
unethically. t 
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I 
What Would You Do? 

r 

Use the seven-step approach to ethical decision making 4 analyze the foliowlng situations and 
answer the questions. I ,; 
1. You and your 10 pmjed team membem are working on a new information system for you1 

firm.You have heard a rumor that when the project Is kmpleted, the system's ongoing main- 
tenance and support will be outsourced to another fjrm.  he original implementation plan 
called for at leastthree team members to work full ti on system support and maintenance 
Should you break this news to your team? What 

2. You are the customer service manager for a small dfWm manufacturer.The newest addl- 
tion to your lsperson team is Aubrey, a recent *liege graduate. She is a little over- 
whelmed by the volume of calls, but is learning fast d doing her best to keep up. Today, e 7" you performed your monthly review of employee e mail, you were surprised to see that 
Aubrey is corresponding with employment agenciesl One message says, ' r  
you don't like your new job. We have lots of oppo nitles that I think would much better . . 
match your interests. Please dl me and let's talk shocked a 
had no idea she was unhappy, and your team desderate~~ needs her help 

. . ~  . .  

md alarmed. You 

onslaught of calls generated by the newest releas of software. ff you're going to lose her, : 
- . uu' l l  need to find a replacement quickly.You know Sat @brey did not intend for you to see . 

. . . . 
, : . ;he e-mail, but you can't ignore what you saw. shg/rld you confront Aubrey and demand t 

1 . .  

. :,,,: , . . know her intentions? Should y o u ' e i  any 
.),.; .: &placement? Could you be misiirpreting 

- .  

;. . . . . . ' : 3. while mingling with friends at a $arty, . _ .  ... 
. . . ...; , . charge oi evaluating bids b r a  large . .. . *: . , .., , : recsive a dinner invitation at " h ~ ?  . . .  

: mrpfcduah@ lnbwmUor) In an dnportartt P I ' '  Sdrrage safd he kid do It; bud- 
~ ~ a m w e i l w ~ ,  heargued,endtradeoffsmr~stbemede~ksgpkrslness~~ 
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. x?,:.., . Gupta. DW~~I; and othei argued th* ClOs mu& &mide; a combany's long-termmtneeds ' ': 

';* ,,: ;-,' rather than just the cumtint needs of a specificproj&. Others argued that engaglng in unethical 
; 6:; ':$* behavior, even for the best of ~I$x?s, cm.$a a line thd  +r!t~aIIy leads to more sed0US : 
"Hi :: .,!: transgressions. Some readers sirspected that Schrage had PuMished the article to p-5 : 
>*.!.. , ., . 
: . outraae. Another reader, Maikel Manem, agreed with Schrkge; arguing that ethics has to 'take 

shady ~ i w  that allowed ~t lo m e t  istimated earnings. ~n &y 2~06, 
pr icer r~ therequt rsdh~MthresMdtoceshhW#r$hares . l r rma  
emsued the m p e n y  ancf lbrced the #kwcuWa to return ti660 mil 
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2. Discuss the possible short-term losses and long-term gains in implementing ethical a u -  
tions to each of Schrage's scenarios. . Imlvsd In tha scandal b rwfgn, 3. ~~~t businesses choose between good ethics and financial benefits? Explain Your answer 
using Schrage's scenarios or your own examples. 



Investors and analysts had no idea these problems would be so costly. McKesson first &id 

stemming fmm the scandal. In January 2005, McKesson agreed to pay $960 million to settle a fed- 
eral class action, but numerous other suits remain. 

1. Make a list of the parties that were hurt by the use of nonstandard accountlng practices at 
HBOC. ldenhfy the harm suffered by each party. 

2. As you read.this case, was there a dear point at which ethical wrongdoings became legal 
wrongdoings? If so, when? 

to use nonstandard accountlng procedures to report 

. or beat analysts' . I .  . 
i . -. . lriport finanaal re ... i. , 

. . . hospitals to buy HB , . .  
. . 

. pit& to b a d  out of 
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